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Multidimensional Node Reputation Management Scheme for Clustered Wireless Sensor Networks

FANG Fang LI Jing-feng LI Jie
(Information Engineering University, Zhengzhou 450001, China)

Abstract At present there are problems in reputation management mechanism for wireless sensor networks (WSNs),
such as high cost of calculation, update and maintenance of reputation, poor resistance to “bad mouthing” and “ballot
stuffing”. Taking the clustered wireless sensor network as the background, sensor nodes were divided into cluster head
nodes and ordinary sensor nodes, According to the behaviors of sensor nodes on event perception, packet forwarding and
data aggregation,a multidimensional node reputation management scheme was put forward. Applying the scheme to re-
active multi-path routing protocol AOMDV, this paper proposed a reliable routing protocol called STA based on trusted

nodes. The simulation results show that in distrusted environment, the proposed protocol improves the data forwarding

rate and delivery success rate in WSNs,
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