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Cloud Big Data Integrity Verification Scheme Based on Multi-branch Tree
XIE Si-jiang'? JIA Bei' WANG He* XU Shi-cong!
(College of Computer Science,Xidian University,Xi’an 710071, China)!
(Beijing Electronic Science and Technology Institution, Beijing 100070, China)?
Abstract With the popularization of the Internet and mobile electronic devices,network storage will become the main

way of storage in the future,and the cloud storage also will be the inevitable trend of network storage. How to ensure
the integrity of users’ data on cloud storage environment becomes a major problem people concern. Aiming at the prob-
lem, this paper presented a cloud big data integrity verification scheme based on multi-branch tree. It realizes public veri-
fication with third party auditor and supports privacy-preserving by adding random masking,as well as,it uses a dyna-
mic data structure which is multi-branch tree to accomplish dynamic operations. This paper also proposed a new algo-
rithm to get information of data integrity verification from multi-branch tree. Test results show that the scheme can be

efficiently applied in the cloud environment to verify data integrity with frequent update operations and multi-users.
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Fig. 1 Model of data integrity verification on cloud storage
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