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Intrusion Detection Based on Semi-supervised Learning with Deep Generative Models
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Abstract Aiming at the difficulties that training samples of intrusion detection algorithms based on supervised learning
are insufficient,and unsupervised algorithms have low detection rate,a new semi-supervised intrusion detection method
based on deep generative models was proposed. This method aims to improve the detection accuracy and the generaliza-
tion ability of the model by constructing an effective objective function. First, variational auto-encoder in the model is
employed to map the vector of raw data from the high-dimensional space to low-dimensional,and the corresponding op-
timal low-dimension representation of raw can be obtained. Then,the generative model is used to improve the classifica-

tion accuracy by only using the labeled samples. Experiments show that this method can achieve high accuracy while

using a limited number of labeled samples.
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