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sensitive information,it’s essential to transmit the users’ sensitive

Abstract In order to ensure the security of users’

information in a covert manner. When the current method is used to hide the users’ sensitive information in the hierar-
chical heterogeneous network., the obtained information has low integrity and low information security. This paper pro-
posed a users’ sensitive information hiding method in hierarchical heterogeneous networks based on mobile swit-ching
authentication. It uses the embedded unit scrambling algorithm to scramble the sensitive information of users and dis-
rupts the normal ordering of users’ sensitive information in hierarchical heterogeneous networks. Then,combined with
the HSI model, the optimal users’ sensitive information embedding position is obtained within the scrambled users’

sensitive information sorting sequence according to the character brightness encoding mechanism. And the vector-based

manipulation method is used to set the embedding unit of users’

network. According to the analysis results,users’

and the users’

sensitive information in the hierarchical heterogeneous

sensitive information is embedded in the optimal embedding position,

sensitive information hiding in the hierarchical heterogeneous network is completed. The experimental re-

sults show that the information obtained by the proposed method has high integrity and security.
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Fig. 1 Mobile switching architecture of layered

heterogeneous network
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Fig. 2 Test results of hidden information of three different methods
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Table 1 Test results of information security of three
different methods
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