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Analysis for Network Security by Stochastic Petri-net

JIAO Jian CHEN Xin
(School of Computer Science, Beijing Information Science & Technology University, Beijing 100101, China)

Abstract Network attack graph is an important means of network security, The traditional attack graph and the attack
path solution are difficult to describe in terms of probability the influence degree of the attack probability and Defense
Technology on the whole scheme. Using stochastic Petri-net theory, this paper presented conversion algorithm which
can make attack graph to Petri network defense scheme. Using stochastic Petri-net model generated by the algorithm
can implement parallel analysis of attack and defense process, Experimental results show that the method can quantify
probability of attack process effectively,also can help to analyze the effect of different defense technology on the overall
system security.
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