846 & 4 2 R N M = = < Vol. 46 No. 4
2019 4E 4 H COMPUTER SCIENCE Apr. 2019

BETR#BMA TN =HERSERRERE

XIRRER'? FE W' B F°
(fFE TR A% N 450001 (MELAEELXLEALEE M 450001)°

(LEHITERKRFRER LH L4 214083)°

W E FASGRFTAANRAPRAEE mFF 8 2L L F R TR L TR
*]%JJ:/L: B0 R R AR R AR, lﬁ'ﬁ'féﬂ/\ﬂ&%éﬁﬂa BR AR, R T

L2 S A E RS oL R AT B
— P TR M > AT 012 &R

e

/Ilh #;.

FIAH BRI IR RSN E LSRG FHRBERS A ELRERTEERAESN., A HETLE
WA T EAE RS e A B B AL, ﬂ"&c"é?&ki?ﬂﬂ&%‘é’)% VeGE 45 2B 09 AL AR B BT M AR

B BE B TRESAHBARBE RS E T RIRBGMEAS, T LB T AT R LAZ 8 BT AR S F R AR B
FHETE AR MBERBONTLETHERELTLFSE ”rkw?.)LTéﬂ/\{ uu.uﬁ@&ﬂ-uﬂrir‘A#ﬁi&é’qﬁ.@zﬁ#ﬁ%ﬂ
M, EIT B MTEEAREPREERANT R T ERERY XG0 TR G AL R,

KER FREF RFAE LR HBERH, ZAFE
REESES TP309 XERFRIEED A DOI

40 A4

= 5

10. 11896/j. issn. 1002-137X. 2019. 04. 030
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Abstract Cloud composition service can provide users with richer capabilities, but sensitive information may flow
through multiple cloud services in business process,so information flow control must be implemented to prevent infor-
mation leakage or unauthorized access. Aiming at the security problem of information flow in cloud composite service,
this paper proposed a data flow control mechanism based on dependency analysis. The information flow in cloud com-
posite service was analyzed by the dependency between data and the information flow was controlled by using security

label.

structed. Based on the security attributes, the attribute certificate of cloud service,the confidentiality label and integrity

Firstly,a cloud composition service weighted directed graph model with complex combination structure is con-

label of data are defined,then the input dependencies between services and resource dependencies between services are
proposed ,and the input dependence and resource dependency computing method based on historical information are given.
After that,the output data security label algorithm is given according to the dependency analysis, the compositional in-
formation flow policy is defined and the distributed information flow control mechanism is designed,realizing the confi-
dentiality and integrity protection of information flow in cloud composition service under complex compositional struc-
ture. At last,an example is given to anaylze the effectiveness and performance of the mechanism.

Data dependency,Security label

Keywords Cloud service,Service composition, Information flow,
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Fig.5 Structure and working principle of security authority
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Fig. 6 Exmaple of cloud composition service
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