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Abstract Third-party library is an important part of Android applications. Application developers often introduce some
third-party libraries with specific functions for rapid development. Concerning the risk of collusion in Android third-par-
ty libraries, this paper studied the collusion of Android third-party libraries. Android third-party libraries and applica-
tions belong to different interests. Communication behaviors hidden in third-party libraries can be considered as a special
case of application collusion,and it will also lead to privilege escalation and component hijacking. Furthermore, these be-
haviors can cause excessive system consumption,and even trigger security threats. This paper presented a systematic
survey of existing research achievements of the domestic and foreign researchers in recent years. First, this paper gave
the definition of collusion,and analyzed the risks of the collusion behavior in Android third-party libraries. Then,it pre-
sented the design of the Android third-party library collusion behavior detection system in detail. For the 29 third-party
libraries in the test set,the experiment shows that the accuracy of this design is 100% . the recall rate is 89. 66 % , and
the F-measure value is 0. 945. At the same time, the downloaded 1207 third-party libraries were analyzed. The experi-
ments also verify the resource consumption caused by non-sensitive information collusion behavior of 41 domestic fa-
mous third-party libraries. Finally, this paper concluded the work and gave a perspective of the future work.

Keywords Android third-party library,Sensitive path,Inter-component communication, Application collusion
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Fig. 1 Example of collusion attacks
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D) Activity, Service, BroadcastReceiver 41 43 7

Activity, Service, BroadcastReceiver 3 Fft 2 {445 /& 18 i &
%77 Intent {5 B K3 W FF & £ 19 B bR 44, 3 B4 W Fh 5
BJ7 X A Intent ) Component J& 4 # 47 & 298 4, 3 1
AT B 29 T 3 Ry =R 2 )
W I7 IntentFilter {5 B # AT I e >k o & 2 )3 3 19 3% e 1
— JRCAE IR & 3% ok B AE QRS H BC B IntentFilter —
M AE manifest SCH R B A SR AT RC . DR IR AN 4R
FLTREAT Sy B T Bl LI

OBV H A {5, 83 Component J& M N & Ik &
AT R, B E Intent RS HARHEANZES,
A J& M, Component J& P B A &% & £ 56 ¢, B 4n 2R
Component O &L & T . & HEA R G KM WA A
EHAF G Action, Data 55 )@ YEH S 0 0 L. LI 2 g 9 3
U], B2 Intent 387 B L HAT HZMHWO T 0 A hrfF
£ ExitPath, Jf H. ExitPath /Y Sender £ #5751 Intent it & T
Component J& 4 ; b) JiE B 1 £ 7E EntryPath, Jf H EntryPath
H) Receiver JSMFTTER WA, HAAFELE S oM E AN
Component JEPEEAME . MR, AT IS EE A 5% BZ A

— SRR B A% R T AR e SR REAT
QORI HAMEE . YA M@ action 55 & M i 17T
i i 5 B S SRR IR s ) PE A H 72 4E ExitPath, Jf H Exit-

Path i Sender ;S #5471 Intent fit & T Action @M b) E B
HFALE EntryPath, 3+ H EntryPath B9 Receiver 5 T 728 41
P2 Z AT E T IntentFilter 5 B ;) 7E a) ' Intent (4
Action,Category %15 8 5 b) b IntentFilter XF i J@ ¥ (1) {8 58
ADUHEL, [FHE, BLEASBIE A 5 B Z i E e, &8
W I Al TR S N P R — B A, — A AT A

Action,Data,Category it

Intent

Sl Z A5 = 5 B L IR S B i O A e iR o6 T
PN A 2 R TR, I S A T BB AE AR AR SC T R O vk BR
AT ARG I R R TR) f E  EE  mT LG I R A P Y R L 9

HAE5EA7 g ml Lk I 7O 18] (4 P2 =22 ), 4 AT DA ok U T K (]
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2) ContentProvider 21 /418 {5

ContentProvider & Xf SC{F 2 A7 # AF 19 41 F . il URTAQ
FEAE R S, e R B URIL AR 8k ml LA 7] A8 [5) A9 %%
5. &) FE A FAELE ExitPath, Jf H ExitPath £ Sender i &
i# i3 ContentProvider ¥t E$ & URIAA R ML ;b FE B
T 7E EntryPath, 3 H EntryPath i) Receiver p J& 18 i Con-
tentProvider #21E48 & URT RAEMEIE R BUE Lo L K 2

AT by rf B 4E A 2 M1 R A URI. URI 3% B ContentProvi-
der A AHAEBIBE . 24 2 F1 b) F 4 4F 59 & M [F i URI
B, 2 B %5~ ContentProvider #:4F A & AH [5) 69 SC 4, Itk iF
AL BIE A 5 B Z A — 4 HURE B % 3858 B 7 7E
AT H

4 LWRITEERDN

4.1 MK BRER T EHEIE

BT A BIF 5 2 55 — A~ 42 % Android 88 = O FE #E A7 LK
AT A IE 0 B I A 2 A B B30 42 T 7 R T 28 4 A K
Heo AT ERORAE B A UL Ty B 5T 00 BOHE B A R RS 4 A
T s — 84344 38 2o 43 A7 AE 00 o S PR RCHE AR ny R A (R %R
J& DroidBench? 1 ICC-Bench® 2 N5 5) , R J5 & — ¥ IR iX
PIAN B4 2 4 1 iﬁ'iﬂﬁﬁﬂﬁ%’%%ﬁ%ﬂmﬁ 17 A A 7
AN 5 55— W4 R AR R Ay B A B T B A — )
—JLLBT 8 AN K.

ABI 5 32 R R FH 22 2 A AT 3 AR 0 XU A
R EHRE TS I A AT I E B B R R E F AP
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Table 2 API list for component communication

X% API #or
sendBroadcast(Intent 1) ;
sendBroadcast(Intent i, String recePermission)
sendOrderedBroadcast(Intent i, String recePermission,+++) ;
. . o Broadcast
sendOrderedBroadcast(Intent i,String recePermission) ; )
Receiver
sendStickyBroadcast(Intent 1) ;
sendStickyBroadcast(Intent i, BroadcastReceiver
receiver, ) ;
startActivity(Intent 1) ;
o = Activity
startActivityForResult(Intent i,int requestCode) ;
startService(Intent i) .
. ) ) . ) ) Service
bindService (Intent i.ServiceConnection coon.int flag) ;
insert(Uri uri, ContentValues values) ;
Content
query(Uri uri, String[ ] projection,String selection, =) ; .
Provider

update(Uri uri, ContentValues values, String selection) ;

Android B = HEHA U EESTERS ST, E
HIRAE Sy — P B8 I IR 55 78 B v e iz A B ot R Bl A
T L I B A R N 1, FR AT T X O T 3 4 R 1Y
L 3 3 0 FH 1) 32 A7 45 SR A I 0 4K B R 1 A e . AR S
T AR BP9 98 R A5 B, R T hook $2 K , i 3 B hook iR
B AR B LA K S8 Bk A 0T (R N L. L
startService N , T Z2 15 B By & P8 ] startService i 2R 5
AT IR R GES .

3T 43 AT startService [ I B 5 AT L& B, b T 3R
H AR 8 FH # Ll & Intent, IntentFilter 2 8 {H , 7 % hook

D http://github. com/secure-software-engineering/DroidBench/tree/develop

2 http://github. con/fgwei/ICC-Bench
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ContextWrapper. startService Pl % B & i% p BL Y Intent {H ,
¥ H hook 2H 4 25 H #9 onStartCommand J5 ¥ 35 15 122 I 28 %X
#J IntentFilter {6, 25l Hh , A BF 58 3 B A 45 7 4% Fh 20 1 3
5 )2 18 FH AR . SR 5 hook 13 56 8l 2% . 45 313 15 19 ¢
BB R LA hook 4 A . ¥ 3F Android 28 = J5 2 Il ik 4E Y

T RETE.
4.2 gt
S8 1 BEXE 29 AR B BEAT RN L ISR R G

B PR B IR ) 5 2R o 0 0 s RO AR B Y 20 BT 5 R A — e AR
T AR R GERYBOR . aar & Android £ A WY =07
PE AL T RIS I HITE Android Studio B &3+ A 3l

4 35 FIY AndroidManifest il aar #7f#% AndroidManifest 3C
2 B O S 36 3 2 A S R B0 4 19 . aar” SCPE RIS Sar” SCMF
I3 S BEAT R I 3 X H 7 AR 0 R R R

SH 2 XA E N AR AT 1207 4 Android £
S5 RE AT R, X 2R A A ) 2 0, 4 K fifE R A A R
APL AR L ExitPath, EntryPath . 3t 3558 (3 B4 42 0 45 52 i
TG4y M . b LS T 1 6 0 E 5 B E A 3R 48 1Y 98 A7 3R
CEFRAVYSE T2 D
4.3 XWERSHH

3R T MR ECHE B v W U AR S L IR HE &l
1 Bl 2 50U A DA S A AR T O

# 3 A 4 P 3EEAT

Table 3 Collusion behaviors in test data set

& H W7 KREHAEKE HhciEg HEEHEHEE
droibench_deviceid_broadcastl. arr droibench_collector. aar 2 1 1
droibench_deviceid_contentproviderl. arr droibench_collector. aar 3 1 1
droibench_deviceid_orderedintentl. arr droibench_collector. aar 2 1 1
droibench_deviceid_service. arr droibench_collector. aar 1 1 1
droibench_location. arr droibench_collector. aar 2 1 2
droibench_location_ broadcast. arr droibench_collector. aar 3 1 2
droibench_location_ service. aar droibench_collector. aar 1
droibench_sendsms. aar droibench_echor. aar 1 2
droibench_startactivityforresultl. aar droibench_echor. aar 2 2 2
droibench_sendbroadcastl_source. arr droibench_sendbroadcastl_sink. arr 1 2 1
droibench_startactivityl_source. arr droibench_startactivityl_sink. arr 1 2 1
droibench_startservicel _source. arr droibench_startservicel _sink. arr 1 2 1
iccbench_implicit_src_nosink. aar iccbench_implicit_src_sink. aar 1 1 1
iccbench_implicit_src_nosink. aar iccbench_implicit_nosrc_sink. aar 1 1 1
iccbench_implicit_src_nosink. aar iccbench_implicit_action. aar 1 1 1
iccbench_implicit_src_sink. aar iccbench_implicit_action. aar 1 1 1
iccbench_implicit_src_sink. aar iccbench_implicit_nosrc_sink. aar 1 1 1
iccbench_implicit_action. aar iccbench_implicit_src_sink. aar 1 1 1
iccbench_implicit_action. aar iccbench_implicit_nosrc_sink. aar 1 1 1
iccbench_implicit_mix1. aar iccbench_implicit_mix2. aar 1 1 1
iccbench_implicit_mix2. aar iccbench_implicit_mix1. aar 1 2 1
dynamicbraodcastsendjar. aar dynamicbraodcastreceivejar. aar 1 1 1
staticbraodcastsendjar. aar staticbraodcastreceivejar. aar 1 1 1
startservice. arr masterclient. aar 1 1 1
startactivity. arr masterclient. aar 1 1 1
contentprovider. aar masterclient. aar 1 1 1

F2 50 A I A0SR PEAR 45 SR a0 3% 4 T3 TSR T LA E]
BRI RO A G T 29 AR, R 48 AR 5 28 (precision)
K # 100% ., A [E R (recall) Jy 89. 66% ., Fmeasure {H A
0.945, ZrHT LA 453 RS 0 32 150 0 R Go el ke i) 45 SR A
TEBR Y, A WU T R G I BOR B R SRR F A AT
TR G AR RO 54 UL BT T AR I R G AT AR

4 29 ANIHR Android 55 = J5 JE AR I 25 R P A
Table 4 Detection effectiveness evaluation of 29 test Android

third-party libraries

i
R —_—
e True False
Py Positive 26 0
Negative 0 3

A 0 B 18] 5 TR o 5 B IR )RR T BEAT A 0 T A 43 L

TR R A% B 43 BT I 18] 23 32 3] Source 1 Sink %% H 9 52 W , 77 1)
SCA R IO RS B R 22— AR ARG R A A 0 B
KA I B (5] 2 25 s ZE A7, P R DU B A] g 12, 7 s, A DU 3 R
Bk,

TP, FR A X aar 4% 2 A4 B AT R I Y 25
o T Y XL A S jar T R, HOARAG I R B A M4
A L R B SR AR IS AT I TR T 4% L of A 1 O R B A
manifest SCPFAP M, jar B2 B FT 6 98 0R SO, B kT
BT I IC R,

S5 2 A python JIAS N maven FF# T 1162 4~ An-
droid 5§ = J5 FE™T, 13X S8 B ¥ 43 A Analytics s Android, Cloud,
SocialMedia, Utilities, Advertising 6 2%, o4 i > $cn & 5 fr
G, HWEUYIE AL —AEA 2 AN, B IR %
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Table 5 Distribution of 1162 libraries
%5 AN 3
Analytics 100
Android 131
Cloud 170
SocialMedia 124
Utilities 607
Advertising 30
&t 1162

Ho . aar” SCH29 (5 S4BT SCHEECE 1 20 %6, 3% BE R
Z R A A5 = BE R manifest SO, 1R SCH AT AT
X A5 W e A A BT S R (AR AEAE — B ] A A AR
AR i) 85 RRAR e JRB B, aar” SCO4 BRUAS 122 W o 34 22, 72 4L 61 Fib
JEH AR RRA I jar 28 A 2R HL i RRAS S aar ST A JE o HL A
21.31% X PP AL A B T aar 3% W 0% 15 52 . A SCHF 5T Y
G I 25 SR B o 30 P i A 2 R TR A R

X 1207C1162 A FEN L 45 A FE) A58 = 5 PRt A7 43 #T
Kl &5 5% an % 6 Jir 8, 4» #1153 B9 ExitPath 4 292 4%, Entry-
Path 7 3719 4k HEIF A & GRS B AW ME . —
O T R L Bk /D manifest SCOF L S 808 A H A IntentFilter
5B 5 — i R N 2, 723640 A manifest SCHF R o, il B
SO A5 B BEA R RN SE ALY, T A X A A A v S )
L = IntentFilter {7 B . B I 5 B0 £ T 1 8 % 12 DG B
k.,

#6 KGR

Table 6 Statistics of retection results
ExitPath EntryPath
292 3719

TEARIR B Y ExitPath b, BF 44 B 00 802 APT I3k 7 e
F, EEW B R BURAE B ML 0L B4 ID, B L L IR
SRR,

RO =07 BB U APT 23 A Ol

Table 7 Distribution of sensitive APIs used by third-party libraries
CHLA - 060D

HOR API 5
getActiveNetworkInfo 46.6
getDeviceld 21.4
getLatitude 9.2
getLongitude 9.2
getLastKnownLocation 5.4
getSimOperatorName 5.1
getAccounts 2.0
getRunning Task 1.7

SCHRL2 1 00 A S0 £ B0 1 A0 IO P G 3 a0 A7 a5 4 11 E 45t
FEOFSE . G R R B R AT NG AR 2 I ZE A I B I AR L2 A
ZEARIER LK 200M 4 B NAF AR, JETIZfE R A X

% 33 2 Al URAR B AT T T, S TR TE A E A
5 =0 BESE 41 A, DL B Xt g A B O R RONE T 8 2 43 AT R
LT — s i A A e 2R A 49 A A AR O 3% % jpush-an-
droid FAEAE service ZH 14 cn. jpush. android. service. Daemon-
Service, ZH 1) action {8 4 “cn. jpush. android. Intent. Dae-
monService” , BE 1% Mt B 4 7] B¢ 4 v BT A il T jpush #ff 2% &
{9 57 il s Umeng-push FE Fl alicloud-android-push Ji i 77 75 4
g com. taobao. accs. ChannelService B 21 {4 , % 20 14 09 77 75 fd
3 HERH 7T X PR 4 = J7 £ 19 ChannelService 41 {1 #F g
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FH KRB 17, S B A REZ 2w,
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