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Malware Detection Algorithm for Improving Active Learning

LI Yi-hong LIU Fang-zheng DU Zhen-yu

(Electronic Countermenaure Institute, National University of Defense Technology, Hefei 230037, China)
Abstract The traditional malware detection technology relies on a large number of labeled samples. However. the num-
ber of marked labels is often less for the new malwares,so the traditional machine learning detection methods are diffi-
cult to get good detection results. Therefore, this paper proposed a malware detection algorithm based on active lear-
ning. It contains a sample selection strategy based on Maximum Distance and a sample tagging strategy based on Mini-
mum Risk Estimate,which can achieve better detection results with a small number of marked samples. Experimental
results show that the proposed algorithm performs better than the overall detection method without active lear-ning,and
the active learning effect is better when the number of labeled samples is 10% compared with the random selection

strategy. Moreover,the algorithm has better temporal performance than the active learning strategy of artificial tagging

strategy.
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Table 2 Test results for each group under 10% samples

L/(L+U)=10% L/(L+U)=20%

L/(L+U)=40%

L/(L+U)=60% L/(L+U)=80%

%
CR TPR  FPR CR TPR  FPR CR TPR  FPR CR TPR  FPR CR TPR  FPR
RG-MRE  0.8216 0.7984 0.1379 0.8441 0.8241 0.1269 0.8527 0.8293 0.1291 0.8531 0.8434 0.1211 0.8625 0.8275 0.1250
MRE 0.8072 0.7777 0.1554 0.8287 0.8088 0.1386 0.8404 0.8323 0.1339 0.8487 0.8305 0.1264 0.8543 0.8275 0.1250
MDMRE  0.8144 0.7782 0.1494 0.8342 0.8108 0.1285 0.8409 0.8187 0.1313 0.8487 0.8333 0.1294 0.8543 0.8275 0.1250
Baseline  0.7783 0.7286 0.1818 0.8187 0.8240 0.1643 0.8311 0.8235 0.1594 0.8439 0.8319 0.1395 0.8543 0.8474 0.1363
F 3 B HAEAR BB 20 06 I Ao i 45 R
Table 3 Test results for each group under 20% samples
. L/(L+U)=10% L/(L+U)=20% L/(L+U)=40% L/(L+U)=60% L/(L+U)=80%
- CR TPR  FPR CR TPR  FPR CR TPR  FPR CR TPR  FPR CR TPR  FPR
RG-MRE  0.8681 0.8565 0.1265 0.8723 0.8698 0.1192 0.8794 0.8718 0.1164 0.8826 0.8749 0.1096 0.8965 0.8871 0.1033
MRE 0.8494 0.8461 0.1445 0.8565 0.8494 0.1259 0.8606 0.8571 0.1218 0.8684 0.8512 0.1184 0.8798 0.8714 0.1136
MDMRE ~ 0.8511 0.8429 0.1393 0.8587 0.8512 0.1245 0.8614 0.8522 0.1246 0.8684 0.8512 0.1184 0.8798 0.8714 0.1136
Baseline  0.8202 0.8132 0.1711 0.8324 0.8178 0.1622 0.8496 0.8423 0.1407 0.8602 0.8497 0.1379 0.8716 0.8663 0.1293
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Table 4 Test results for each group under 40 % samples
o L/(L+U)=10% L/(L+U)=20% L/(L+U)=40% L/(L+U)=60% L/(L+U)=80%
CR TPR FPR CR TPR FPR CR TPR FPR CR TPR FPR CR TPR FPR
RG-MRE 0.8761 0.8651 0.1179 0.8819 0.8746 0.1108 0.8907 0.8794 0.1075 0.9038 0.8841 0.1024 0.9117 0.8898 0.0971
MRE 0.8634 0.8423 0.1341 0.8731 0.8527 0.1276 0.8832 0.8611 0.1207 0.8956 0.8643 0.1159 0.9056 0.8713 0.1064
MDMRE 0.8687 0.8442 0.1326 0.8753 0.8442 0.1237 0.8851 0.8516 0.1224 0.8962 0.8617 0.1184 0.9062 0.8756 0.1079
Baseline 0.8351 0.8205 0.1562 0.8523 0.8475 0.1364 0.8611 0.8498 0.1306 0.8697 0.8544 0.1284 0.8807 0.8713 0.1194
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Table 5 Test results for each group under 60% samples
o L/(L+U)=10% L/(L+U)=20% L/(L+U)=40% L/(L+U)=60% L/(L+U)=80%
- CR TPR FPR CR TPR FPR CR TPR FPR CR TPR FPR CR TPR FPR
RG-MRE  0.8873 0.8545 0.1141 0.8995 0.8605 0.1103 0.9006 0.8879 0.1055 0.9112 0.8973 0.0995 0.9208 0.8961 0.0831
MRE 0.8703 0.8419 0.1282 0.8774 0.8486 0.125 0.8852 0.8511 0.1194 0.9012 0.8816 0.1107 0.9128 0.8879 0.0991
MDMRE 0.8787 0.8365 0.1263 0.8816 0.8446 0.1211 0.8889 0.8512 0.1176 0.9084 0.8902 0.1110 0.9173 0.8842 0.0974
Baseline 0.8562 0.8231 0.1419 0.8628 0.8361 0.1355 0.8762 0.8471 0.1309 0.8819 0.8747 0.1243 0.9013 0.8641 0.1085
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Table 6 Test results for each group under 80% samples
P L/(L+U)=10% L/(L+U)=20% L/(L+U)=40% L/(L+U)=60% L/(L+U)=80%
CR TPR FPR CR TPR FPR CR TPR FPR CR TPR FPR CR TPR FPR
RG-MRE 0.8994 0.8832 0.1105 0.9005 0.8944 0.1077 0.9258 0.8999 0.0906 0.9189 0.9043 0.0812 0.9326 0.9154 0.0687
MRE 0.8796 0.8643 0.1256 0.8914 0.8843 0.1195 0.9035 0.8973 0.0934 0.9127 0.8974 0.0888 0.9215 0.9096 0.0707
MDMRE 0.8870 0.8616 0.1213 0.8967 0.8742 0.1153 0.9092 0.8943 0.0962 0.9145 0.9017 0.0861 0.9253 0.9136 0.0711
Baseline 0.8704 0.8661 0.1304 0.8789 0.8663 0.1264 0.8922 0.8841 0.1176 0.8984 0.8844 0.0933 0.9188 0.8927 0.0892
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Fig. 7 Detection results of MRE and MDMRE in proportion of
different unlabeled samples
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