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Abstract For solving the problem of detection diffculty of the DGA domain name, this paper proposed a new DGA do-

main detection model from the viewpoint of character level by deep learning model. The model consisted of character
embedding layer,feature detection layer and classification prediction layer. The character embedding layer realizes the
digital encoding of DGA domain. The feature detection layer adopts the deep learning model to extract features automati-
cally,and the classification prediction layer adopts neural network for classification prediction. In order to select the op-
timal model of feature extraction,the LSTM and GRU models using Bidirectional mechanism, Stack mechanism, Atten-
tion mechanism, CNN models and CNN models integrated respectively with LSTM and GRU model were compared. The
results show that the LSTM and GRU models using Stack mechanism and Attention mechanism integrated with Bidi-
rectional mechanism, CNN models and CNN models integrated with LSTM and GRU model can improve the detection
effect. The DGA domain detection model using CNN model integrated with Bi-GRU can obtain the optimum detection
effect.

Keywords Cyberspace security, Deep learning, Danamic domain generation algorithms, Convolutional neural network,

Gatedrecurrent unit, Long short-term memory
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Fig. 1 DGA domain detection model
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Table 1 Feature extraction model based on deep learning
% # ®—F %2R %3 E %42 %52

A1 GRU(128) Drop(0. 5) Dense(1)

A 2 LSTM(128) Drop(0. 5) Dense(1) — —
A3 Bi-GRU(128) Drop(0.5) Dense(1) — —
A 4 Bi-LSTM(128) Drop(0. 5) Dense(1)

#A S GRU(128) Drop(0. 5) GRU(128) Drop(0. 5) Dense(1)
A6 LSTM(128) Drop(0.5) LSTM(128) Drop(0. 5) Dense(1)
#A 7 Bi-GRU(128) Drop(0. 5) Bi-GRU(128) Drop(0. 5) Dense(1)
HA S Bi-LSTM(128) Drop(0. 5) Bi-LSTM(128) Drop(0. 5) Dense(1)
A9 GRU(128) Drop(0.5) feed-attention Dense(1) —
#A 10 LSTM(128) Drop(0. 5) feed-attention Dense(1) —
A Bi-GRU(128) Drop(0. 5) feed-attention Dense(1) —
A 12 Bi-LSTM(128) Drop(0. 5) feed-attention Dense(1) —
HA 13 GRU(128) Drop(0. 5) con-attention Dense(1) -
A 14 LSTM(128) Drop(0. 5) con-attention Dense(1) —
HA 15 Bi-GRU(128) Drop(0. 5) con-attention Dense(1) —
H#A 16 Bi-LSTM(128) Drop(0. 5) con-attention Dense(1) —

CNN(2) +drop(0. 5)
B 17 ZEEEE; szgig j; Merge(1024) Dense(1024) Dense(1024) Dense(1)
CNN(5) +drop(0. 5)

A 18 CNN(2) Drop(0. 5) Dense(256) Dense(256) Dense(1)
HEA 19 CNN(3) Drop(0. 5) Dense(256) Dense(256) Dense(1)
A 20 CNN(4) Drop(0.5) Dense(256) Dense(256) Dense(1)
A 21 CNN(5) Drop(0. 5) Dense(256) Dense(256) Dense(1)
A 22 CNN(5) Drop(0. 5) GRU(256) Drop(0. 5) Dense(1)
HA 23 CNN(5) Drop(0.5) LSTM(256) Drop(0.5) Dense(1)
A 24 CNN(5) Drop(0. 5) Bi-GRU(128) Drop(0. 5) Dense(1)
A 25 CNN(5) Drop(0. 5) Bi-LSTM(128) Drop(0. 5) Dense(1)
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Table 2 Performance comparison of various detection models
% I EE /s I A K E Il % AUC il AUC
A 2440 0.0526 0.9970 0.9966
#A 2 5046 0.0439 0.9965 0.996 4
A3 4941 0.0526 0.9967 0.9966
A 4 9964 0.0429 0.9968 0.9966
A5 6415 0.0471 0.9967 0.9969
A6 10122 0.0513 0.9970 0.9967
AT 11410 0.0501 0.9969 0.9970
HA 8 21957 0.0420 0.9966 0.9970
A 3873 0.0580 0.9959 0.9959
H#A 10 6967 0.0545 0.9960 0.9955
HA 11 7131 0.0418 0.9971 0.9970
HA 12 12694 0.0387 0.9966 0.9969
HA 13 4969 0.0549 0.9963 0.9964
A 14 8192 0.0514 0.9962 0.9964
#A 15 8838 0.0545 0.9965 0.9964
A 16 15134 0.0495 0.9964 0.9964
HA 17 11296 0.0579 0.9974 0.9974
A 18 2560 0.1182 0.9952 0.994 8
#A 19 1950 0.0962 0.9964 0.9963
A 20 2717 0.0793 0.9967 0.9971
#A 21 3685 0.0699 0.9973 0.9972
HA 22 11304 0.0517 0.9977 0.9978
HA 23 14085 0.0508 0.9981 0.9978
A 24 11820 0.0488 0.9980 0.9978
A 25 12714 0.0529 0.9982 0.9977
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