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High-performance Association Analysis Method for Network Security Alarm Information
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Abstract In the network security defense system,the intrusion detection system will produce massive redundancy and
wrong network security warning information in real time. Therefore.it is necessary to mine frequent item patterns from
association rules and sequential patterns of alert information, distinguish normal behavior patterns,and screen out real
attack information. Compared with Apriori, FP-growth and other algorithms, COFI-tree algorithm possesses bigger ad-
vantages of performance ,but it still can not meet the needs of fast analysis on large-scale network security information.
To this end, this paper proposed an improved network security alert information association analysis algorithm based on
COFI-tree algorithm. The algorithm improve the performance of COFI-tree algorithm through node addressing mode
based on reverse linked list and frequent item processing method based on new SD structure. The experimental results
based on Kddcup99 dataset show that this method can basically guarantee the accuracy,reduce a lot of computing over-
head, shorten processing time by more than 21 % on average compared with the traditional Cofi algorithm,and solve the

problem of low speed in association analysis under massive network alarm information.
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Table 1 Example of transaction data table

4 2 i3 1y t5 L t7 lg ty iy In
A 1 1 1 1 1 1 1 0 0 1 1
B 1 1 0 1 0 1 0 1 1 1 0
& 1 1 1 0 1 1 0 1 0 1 0
D 0 1 0 1 1 0 0 1 1 0 0
E 0 1 1 0 1 0 0 1 1 0 1
F 0 0 1 0 0 1 1 1 1 1 1
G 0 0 1 1 1 0 1 0 1 0 1
H 0 0 1 1 1 1 1 0 1 0 1
w 0 0 0 1 0 0 1 0 0 0 0
L 0 0 0 0 0 0 0 0 0 1 0
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If header. node= =null

header. node= % 7 1 ;
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Fig. 6  Structure of SD after adding frequent path base and intersection
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Fig. 8 Efficiency comparison of different transaction quantities
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Table 2 Comparison of maximum frequent itemsets

EFAHE Apriori Cofi % # Cofi

2000 0-1-1032-255-SF-ecr_i-icmp-smurf. [1163] 0-1-1032-255-SF-ecr_i-icmp-smurf. [1163] 0-1-1032-255-SF-ecr_i-icmp-smurf, [1163]

5000 0-1-1032-255-SF-ecr_i-icmp-smurf. 0-1-1032-255-SF-ecr_i-icmp-smurf. 0-1-1032-255-SF-ecr_i-icmp-smurf.

7 [4163] [4163] [4163]

8000 0-1-1032-255-511-SF-ecr_i-icmp-smurf. 0-1-1032-255-511-SF-ecr_i-icmp-smurf. 0-1-1032-255-511-SF-ecr_i-icmp-smurf.
[14972] [4972] [4972]

10000 0-1-1032-255-511-SF-ecr_i-icmp-smurf. 0-1-1032-255-511-SF-ecr_i-icmp-smurf. 0-1-1032-255-511-SF-ecr_i-icmp-smurf.
[5561] [5561] [5561]

90000 0-1-1032-255-511-SF-ecr_i-icmp-smurf. 0-1-1032-255-511-SF-ecr_i-icmp-smurf. 0-1-1032-255-511-SF-ecr_i-icmp-smurl.
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