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Secure Routing Mechanism Based on Trust Against Packet Dropping Attack in Internet of Things
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Abstract In an open Internet of Things environment,nodes are vulnerable to malicious packet dropping attacks (inclu-
ding black hole attacks and gray hole attacks) in the routing process,which will seriously affect the connectivity of the
network and lead to the decrease of packet delivery rate and the increase of end-to-end delay. For this reason, this paper
proposed a trust-based secure routing mechanism on the basis of RPL protocol. According to the behavior of the nodes
in the data forwarding process, the penalty factor is introduced to evaluate the direct trust relationship between the
nodes , the entropy is used to assign weights to the direct trust value and the indirect trust value,so that the comprehen-
sive trust value of the evaluated nodes is obtained. The fuzzy set theory is used to classify the trust relationship between
nodes,and the neighbor nodes with higher trust level are selected for the routing node to forward data, while the neigh-
bor nodes with lower trust level are isolated from the network. In addition,in order to prevent normal nodes from being
isolated from the network as malicious nodes due to some non-intrusion factors,a given recovery time will be provided
to further determine whether to isolate them from the network. This paper used Contiki operating system and its Cooja
network simulator to carry out the simulation experiment of this scheme. The results show that the malicious node de-
tection rate,false detection rate,packet delivery rate and end-to-end delay of this scheme are improved when the number
of nodes and the proportion of malicious nodes are different. In terms of security,the malicious node detection rate and

false detection rate of this scheme are significantly better than tRPL protocol. In terms of routing performance,the packet
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delivery rate and end-to-end delay of this scheme are significantly better than tRPL protocol and MRHOF-RPL proto-

col. The simulation analysis results fully demonstrate that this scheme can not only effectively identify malicious nodes,

but also maintain better routing performance in the presence of malicious attacks.
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B TR ContikiRPL & _F 424 BN RE R 7 %,

5 EFEEMESWER RPL i

ARSCH BRI E AR RS S RPL MR SUARRL G i
Tt 5 A P A X S B T AV S AT R U G L T R A
Wi gt X 4, B B B b W S AR R A BT AR O I BE AL W A
B 1A T T I AT SR, ARl
JH RFC6651 H i 1Y i 31 1% i ¥k 3L (Expected Transmission
count, ETXO/E Ky [ e 2 5040, I 42 Bt Sk [ 20 ] (9 B0 52 ok 4
P S Rank 8.

B 1M RO B . D) T BT R RS 4B
JEE A FA A BCY A A FI B 7EAR S 55 5 i i %
A0 J& T AFTEARTY A0, W SR AFAE T 8 JBORR 19 AR S 1 B ALY
BN, AT R — R 2 BT S A MW A B B ETX
B F Rank {8 .3 & RPL PR SCHP 8 2 15 1 40 715 A5 FLES R 2R
BITE R BRAE P ETX _Limice 78 B Y840 T 5 8 1k B 94
MRS ETX H:;3) 4 A MW AB WMETX HA¥WAKRT
ETX_Limit B, S 85T 45 08 = 71 SR i A7 A
A, Tiwa 1 B, Tiea 73R R 8 A B MEESEHR. [
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IF A T O R A B I ST SR B JEK Rank {8 I HA
BRI S AEN AT . SR ARUR 5 T A B RPL %
B s iy B R T BRI R ) Rank {8 0 — BCH:
SEHLT AT Y A A R IR B SR

ik 1 ET A EEQ Sk RE

ki A :Node A,Node B

fi i . Preferred_Parent

Begin

L.If (A==Root || B==Root) Then

2 Preferred_Parent=Root;

3. Goto RESULT;

4.1 (A, ETX>ETX_Limit) & (B. ETX>>ETX_Limit)
Preferred_Parent=NULL;

6 Goto RESULT;

7.1 (A. ETX<= ETX_Limit) || (B. ETX<X=ETX_Limit)

8. Preferred_Parent=A. ETX<B. ETX? A:B;

9 Goto RESULT;

10. If (A. Rank™>Rank_SelD) &.(B. Rank™Rank_Self)

11.  Preferred_Parent=NULL;

12.  Goto RESULT;

13. If (A. Rank<C=Rank_SelD) || (B. Rank<C=Rank_Sell)

14.  Preferred_Parent=A. Rank<B. Rank? A B;

15.  Goto RESULT;

16. Preferred_Parent=A. Tiwa>>B. Tiea? A: B

17. RESULT:

1321

18. Return Preferred_Parent;
End

WA B 2 i T Bk R RN R B R . R
BERE AT R EAE FE RAMR TEALFEHBME 28 kAL
SUBE T BEVE 1 P s A L 32T A R RN A R B A
% IFEH MR E LT A
ik 2 F AL p R b s ARk
i A :Potential_ParentList[ ],Preferred_Parent // 3 (138 1
il Preferred_Parent
Begin
/R YT AU A v 5 AT S A A
1. For all j€ Potential_ParentList[ ] do
2. Tf (j. Tiewr == Threshold_Trust_level)

3 Return Preferred_Parent; // & MBHL 1
4.  Else

5. TN A R TN AN B L 0 ¢

6. Preferred_Parent=NULL;

7 TP R A

8. EndIf

9. End for

10. Return Preferred_Parent;

End
6 HEXRERRIHT

6.1 HELBRBERSHIZE
A CHIH Contiki 2. 7 #:4E R G X I A4 (1) Cooja W 45 45
PER P AR ERB BN . N AR AR

HLAT A A 100 m X 100 m B 1E 5 DX 38 P B BL 26 BROAS [R]) L 3]
B AR SR B R AR P B T SRR S B AL & R DR i
MR PR R AIGE . 8T B IPA A T R RS T
PIAN 48 5 55 . 1) W 45 vh 35 540 H O 40~ 120 A CRj IR 3 1
20 ) W TS LB B 10 Y (BE Y 5 5 E Y 435 in T
D2 W& BT S B R 60 A BRI 0~25%
CEWGE 5%, A 7E TCE B U E i, &0d 2 005 B
A F . 24 A RE N A R R A RE R A I T
HF- B RIZ) R 10 s, BIGAE T B i B E R E R T
10s, RS EME 2 75,

®2 ESHE

Table 2 Setting of simulation parameters

R % 45 4b A& /1N /m? 100 X100
FRBE N/A 40~120
R EEE/ A 1
ERATALA/ 0~25
o Unit Disk Grz.lph Medium (UDGM) :
distance loss
et 12 /m 50
FH#h+*E/m 55
{7 & it B /min 60
fErEk Z il Tr/s 10

R T RIS AR Ty 0T AU K DO R SR R R
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% 5 MRHOF-RPL B85 F1 «RPL Ppi8 %) #E 47 L %, W) i
A 7 B8 B 50 YR ST S 50 25 B - 3 0
6.2 MEREMEN

H A5 AT PP A BB T T % el BRIy 3228 H A2 0
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ATERR M VI TEEEAE AR . R ARG 2 2 A Bl R I 1 )
EAW S SAER Y SR BENIE, RERERIER
SRS R R Y A ECH 5 AT E R Y S H A
B T MRHOF-RPL B350 35 A o 00 B 2 0 30 s i Lol
PR AR 475 BAV e (RPL BR sl AR 5 %2

B4 A& 5 25 H T PR O RAES R 1 P AR R AR
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B, S340, REAE G5 T B B3N AR R R S
DA & &+ tRPL PR, 53X 02 I Ry A Oy % 7 3R 4715 4T 97 A
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FALRAR AR TR SR, X —E R E LR
T AT S A KRR I 45 A BT S A RE T O g,
B 5 A LA H L BT SR E BB, 33 B AR O R IR K R
BT Hop R 0 R IR R B AK T (RPL PR, X 2
R A D 2 8 T A AR R S I 5 R 5w, I X 2k
AR T — WA B ) AT R T IR T A B R Uh
TR I
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Fig. 4 Comparison diagram of detection rate of different schemes

in scenario 1
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schemes in scenario 1
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Fig. 6 Comparison diagram of detection rate of different schemes

in scenario 2

20 T
—a— AXTE

16 —e— tRPL -
= /
~ 12
W
©
w8 /-

Nt

0 . "

0 5 10 15 20 25
TREF AL/ %

Bl 7 R RS 2 h KR AR L
Fig. 7 Comparison diagram of false detection rate of different

schemes in scenario 2
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Fig. 8 Comparison diagram of packet delivery rate of different

schemes in scenario 1
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