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Abstract The usage of format-preserving encryption technology in the encryption of flight information, passenger in-
formation and ticket information was studied by choosing simple and effective algorithms such as FF1 algorithm, FF3
algorithm and a more flexible hybrid format encryption algorithm IFX. The functions of high bit offset.forward expan-
sion,numerical indirect mapping,and using ID of database as random factors are used to optimize the function of the ex-

tended algorithm. While ensuring security,integrity and authenticity of the information, the internal format of flight data

is kept,and the statistical analysis of civil aviation information is implemented without decryption,so as to reduce the

risk of data leakage.
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