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Abstract In the cloud environment, how to search users’ encrypted data efficiently is the research hotspot in academic
circle. Most current public-key searchable encryption schemes cannot effectively resist the Inside Keyword Guessing At-
tack (IKGA) launched by cloud servers, while the existing anti-IKGA schemes suffer the problems of low efficiency or
the same search trapdoors generation algorithm for same keyword, which would reveal statistics information of key-
words. This paper proposed a new efficient anti-IKGA public-key searchable encryption scheme.in which the search
trapdoor is generated by a non-deterministic algorithm. Based on the modified DLIN (Decision Linear Problem) assump-
tion, the new scheme is certified to satisfy semantic security against IKGA in the random oracle model. In the new
scheme, the trapdoors are generated with random numbers thus same keyword has various trapdoors. Compared with

other PEKS schemes, the new scheme reduces the number of bilinear pairing operations and thus has better performance

advantages.
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