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HUANG Zhao HUANG Shu-guang DENG Zhao-kun HUANG Hui
(National University of Defense Technology,Hefei 230037, China)

Abstract Structured Exception Handling (SEH) , which offered by Windows operating system,is a way to handle pro-
gram errors or exceptions. However, while SEH handles exception based on link.there may be corresponding vulnerabi-
lities. To solve this problem,in order to improve program security,a method was proposed to generate test cases base on
SEH. First, the method judge whether the program has the risk of being attacked based on the SEH. If there is a risk,
the test case constraints are constructed and adjusted. Then by solve these constraints,the corresponding test cases are
generated automatically. On the one hand.this method extends the current automatic test case generation pattern. And

on the other hand,it can generate effective test cases even when GS protection is turned on. Finally, the effectiveness of

the method is verified by experiments.
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