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Alert Correlation Algorithm Based on Improved FP Growth
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Abstract The original alerts generated by intrusion detection system have some shortcomings,such as low level, mutual
isolation and irrelevance, which makes security managers be difficult to find unknown and high-level security threats and
cannot understand the overall security situation of the target network. In order to make use of low-level alerts to con-
struct attack scenarios,this paper analyzed the existing alert correlation knowledge,and proposed a new alert correlation
algorithm based on data mining to solve the problem of poor performance of existing algorithms when dealing with
sparse data. In this paper,firstly, the existing alert correlation algorithms were compared,then the principles and merits
and demerits of classical Apriori algorithm and FP growth algorithm were elaborated,and the FP growth algorithm was
improved based on two-dimensional table. Finally, the improved algorithm was used to mine the association rules be-
tween the alerts,and thus the alert correlation was proceeded. In order to verify the feasibility and performance of the
proposed method,the Darpa data set is utilized to carry out relevant simulation tests. The experimental results show

that the proposed scheme can achieve better alert correlation.
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Use sliding window to divide x(n)into transaction set Dataset,

—_

and the total number of transactions is N
2. for every Trans in Dataset do
3. count each item in Trans and construct a two-dimensional Ta-
ble

4. end for

sort items in descending order according to their support
if item. support<< min_sup then
item is Infrequent,and delete it

end if

o =N o al

9. get the frequent item list L
10. create FP tree,and the root node is Root

11. for every Trans in Dataset do

12. delete the infrequent items and sort the frequent item in the
order of L
13. Set the new transaction to be [ t| T],where t is the first item,

and T is the remaining item
14. call Construct tree([t| T],Root)
15. end for
16. if node is leaf node then
17. node. leaf<<—1
18. end if

19. if item. link size=>=a« then

20. item is sparse

21. if node. item =item then
22. node. array <<—1
23. end if

24. end if

25.if item is sparse then

26. use Table to find support for other items,and get frequent item
set Setl

27. else

28. choose the most frequent item Item;, call Mining FP(FP tree,

min_sup,Item() ,and get frequent item set Set2
29. end if
30. use Set, and Set, to get Sety according to the idea of Aprior algo-
rithm
31. for all frequent items do

32. if conf( A—>>B)>=min_conf then

33. output A—>B
34, end if
35. end for

He,conf( A—>B)F/;_#N A 5] B nl {55,
&3k 2 FTHHE FP tree B Construct tree ( [t| T].Parent)
X7
A F 55 [l T],717 & Parent
i i FP tree
1. If Parent have child nodes Child and Child. item= t. item then
Child. count++

else

= w1

create a new node newChild
newChild. item =t. item

newChild. count+ +

o

6
7 newChild. parent=Parent

8. Link newChild to other nodes with the same item
9. endif

10.if T is not null then

11. t<Z— the first item in T,and delete it
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12. call insert_tree( [t| T],Child)

13. end if
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i C 2410 FP tree, it/ 45 min_sup, 5 % 50 Ttem,

it < 2 A 9 B IR Set,

1. Take Item; as the root node,and search child nodes Child

2. if Child. array=0 and Child. leaf=0 then

3. record the information represented by the node and find
the subsequent nodes.

4. elseif Child. array=0 and Child. leaf=1 then

record the information represented by the node and find

wl

other branches
6. elseif Child. array =1 and Child. leaf=0 then
7 skip the node and find the subsequent nodes
8. else
9 skip the node and find other branches
10. end if

11. if Ttem;. link node=null then

12. combine sup(Item;, Itemy,, )

13. if sup(Item;,Item,y,,) = =min_sup then

14. get subSet from sup (Item;, Item,y,,) > and Set, = Set, U
subSet

15. end if

16. let the next frequent item in the header be Item,,

17. if Ttem,,. array=1 then

18. call Mining FP (FP tree,min_sup,Item,,)

19. end if

20. if all frequent items in the header have been scanned then

21. return Set,

22. elseif Ttem;. link node=SameitemNode then
23. call Mining FP (FP tree, min_sup,SameitemNode)
24. end if
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Fig. 2 1P diagrams of major attacks in the first four steps
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Fig.4 Alert in database
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Table 7 Experimental data
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DATA2 3353
DATA3 4093
DATA4 4858
DATAS 5658
DATAG6 10483
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