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Location Privacy Preserving Nearest Neighbor Querying Based on GeoHash
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Abstract With the continuous development of mobile applications and location technologies, Location-Based Services
has become more and more widely used. LBS brings convenience to people while also posing a risk of privacy breaches.
In recent years, the issue of privacy protection in location services has received continuous attention from researchers,
especially the issue of location privacy protection in neighboring queries has been extensively studied. Aiming at the lack
of credibility of third-party anonymous servers and the problem of being a system bottleneck, this paper proposed a Geo-
Hash-based neighbor query location privacy protection method that does not depend on third-party anonymous servers
for adaptive location privacy protection. The method uses the GeoHash algorithm to encode the exact position coordi-
nates of the user and convert the two-dimensional latitude and longitude coordinates into a one-dimensional string. The
LBS server matches the GeoHash encoded string by constructing the Trie prefix tree and returns the query result to the

user, Theoretical analysis and experimental results show that the algorithm reduces the query communication overhead

and can effectively protect the user’s location privacy information.
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