846 & 9 W D2 M- N 1 M = A < Vol. 46 No. 9
2019 4£ 9 H COMPUTER SCIENCE Sep. 2019

—METFARREE BN AL

I EER
(RBAAFZRGRLL2ENEIHERFTHEELLEE R KX 430072)
(RRAFERNSGZ2¥KE R IX 430072)

B OE BERLFEARALFZMAAWAERZE 7 Z, LA MBRGATFERCEABEN LW BEAN A, BikdETARZ—
R AN EREBRAENEAST PONEREY TN, CHOR TALARGRRRGEEER TEIART H R
GRmE LA BN, ETH, X PS 23R BKRES BB ORT T ARG XL R LATAH G AR
AR RANZ TS BOHBOHETERES  FLXAKBEOES IR IR BERRATELS, ATALEFE, ¥
BRARREIMS BRI BELN BB T, AT —AATHRABRKOBREE, JTRHHEL
WA AR R & AL L35 8 speck Sk AT EE A %W&Iﬁﬂ‘i]ﬂ% AT Fe B A R R, LT KR
PRA MK M, BB KIE X M AR @ AR T HAT RN, RRAIER TR T R R AN e W %k e K
B, OLREHmBARE, M ALRSERE S AEKRES, %ﬂ%ﬂﬂ]’ﬁﬁ‘?&%‘% A HERE G, AL, d
T AR A M R L R L B RRG., LREREAW, A TIA MR ABEAKRSBA 09 1R
mMEIREKZEG T ERLTAN, LZF EENRELG N TR IT TG, LA BRR G ER®

KEIF L EEKA, VoIP, Bp BF 38 iR, F4 #3818, 7k & 5 AT

FEESEE TP393 XHERFRIRES A DOI 10.11896/j. issn. 1002-137X. 2019. 09. 021

Covert Communication Method Based on Closed Source Streaming Media
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Abstract A covert channel represents an unforeseen method of communication that utilizes authorized public communi-
cation as a carrier medium for covert messages. A covert channel can be a safe and efficient way to transmit confidential
information hidden in explicit traffic. Existing streaming-based covert channels are often easily detected due to the es-
tablishment of new communication links. For this reason, this paper conducted targeted tests and research on data pa-
ckets passing through the streaming media server. It is found that the existing closed source streaming media does not
strictly check the data packets passing through the server,and the data packets can still reach the termina lafter modi-
fying some data. Based on the above facts, this paper established a hidden channel based on closed source streaming
media by exploring the data bit distribution rules of the modified data packets through the server. In order to improve
the entropy value of the data packet,this paper used an efficient and compact speck algorithm to encrypt the packet con-
tent. In order to monitor existing links and real-time traffic in real time,the firewalls were connected in series in the net-
work structure,and the network connection and communication quality were monitored by a firewall. Experimental data
show that this method does not increase the number of network connections and does not affect the communication qua-
lity,and it is compatible with a variety of streaming media devices,showing that this method is practical and not easily
detected. Moreover, since the hidden channel is mounted on the closed source streaming medium., the transmission effi-
ciency of the covert information is high. The above results show that the method of establishing a covert channel based
on the communication flow of the existing closed source streaming media software is feasible,and has strong conceal-
ment after encrypting the content of the data packet.
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