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Abstract With the rapid development of the Internet,the network log data in the Internet show explosive growth,and
the network log contains a wealth of network security information. By analyzing network log. this paper proposed an at-
tack IP recognition model based on access behavior and network relationship and an IP real person attribute decision
model based on sliding time window. Based on the Storm real-time flow computing framework,the proposed model was
implemented in order to construct a real-time computing and analysis platform for distributed network logs,and a solu-
tion to the technical problems encountered in the implementation process was given. Through the analysis and calcula-
tion of the constructed model through real data,the results show that the accuracy of the constructed attack IP identifi-

cation model is 98 % ,the accuracy rate of the IP real property judgment model reaches 96 % ,and the constructed distrib-

uted network log real-time computing and analyzing platform can effectively and timely monitor network security and

timely identify potential security risks in the network.
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Table 1 Comparison of big data processing technology
At Spark Storm Hadoop
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TE X RECE b BEOR AT 286 40 BT I Bl B, 455 M 2%
H & b B 5 5K - R SR Flume £ R 58 B0 45 B 35 Y
R IR B R A 45 R A T Kafka 3 B BT s R H
Storm F AT A HEZL 58 B 4% H & 1Y SERS 4 Hr b 3 R E-
lastic Search fF 2y 92 I 18 2 5| 55, S il S5 o) i iz Ak 22
4.2 TFEHEDBINEARRARBRATR

FER o A X 45 B AR S 5 o B it R v &
38 BN 2 5 R 0], A SCHE R AR 56 R ] AT IR AME R )5
TR R,

4.2.1 Kafka # ¥ % %5 & 2K %

TEH 1 S BRI & 3 #2 h, Spout #: A Kafka 1 & A 31
AR R S AR &R G b 0 B DR (H 2 AE R ) Kafka 32 OTH
B A7 A B, 25 B consumer T A2 71 % Kafka BA 51 H 19 4%
T o @ =R S B N R € = A B R e N
£ Storm it 2 AL BTG5 i R v, SRR 1 SRR L R S 1 B8R AR T
B ER, DLEP A R RS e SO T A R L A
FEALI R Z )5 2 VA S ST AT R B T S 2L b (a0
SRR ISR TR TR

Kafka By 2114 consumer {4 S804 1) . & 5645 A broker
R E— L B B HE R AT AL B, b 358 S R AE offset, T
ASCIH WY consumer 1971 2% (8 7 LUK, IF HIRAT R & 0
H 2P B SE R B8 B KON A 3, S SO 0 — s A
session. timeout. ms i [H] P 3% A5 9 4b 3 58 1%, H 3l #& 5 offset
P 5 SR I - Kafka 2 T 3 43 B partition 45 H: Ml consumer,
consumer N HE 11 2% 2 W — HEECH . S B 2 A,
25 1 BRI . 5 30— LT 2 M R A B . b IBCHE B B
KREH TS RGN FBEIE 5% AL BT B AR 5
) ] e,

Fh R R R Z 05 AR SCH I T E T Kalka $U48 & 2%
S5EBERZM BRI R, I H I #E b, AT
T Spring-Kafka, F 75 B Kafka 11 2% % B9 B B enable. au-
to. commit & N false, LAZE [ Kafka B #2328 offset, 24 con-
sumer fetch % £ ¥ B &b ¥ 5, T 3 44T consumer. com-
mitSyncO) , 7E ¥ B E0HE D) 5 7 T3 #2538 offset; [A] I 4K 48 %%
PEm K/, RIE X B consumer. poll () il session. timeout.
msO [ 2 50, B AIE 7B H 19 B8 B8 9% 78 heartbeat. interval.
ms [A] 5 T 2% D) 5 8 9 2853 reblance J5 PR AR R
TH SR A Ia) 8, SR T3 il 5K g BB 68 58 4 fiff D B3 &5 2k 5 4
SZH B IR R
4.2.2 Storm £FHMET LE R

Storm 1E 2 R it =X b BEH AR L BAA KA ik & 0 55 A
THABE T . B B3k R Ge B 23 57 RIAE A7 vtk A B8 A 38
2L RENS EAR I B R N AL BESE . BT Storm 2R FNTF
B TH R AE C H E Storm X R BUHE 3 BT 45 5% 19 6 47 R g AR Xt
B2, WNMERGH RSB iE ik Storm UT & 3, topology
B AT — Bl ] Z )5 Storm £ R ML T S A ERE )T
B A BRI O 25 R A RS U .

SN S REHEZ G & B, Storm E RN T S E
Je AR TR T B R A A 9 R i, SR
Worker #:45, 1] Storm H & B A FH#HEHLH 24 Worker £



59 1Y

WL MG 45 5L T Storm S IR T FEHE SR 19 19 2% H K2 7 i 181

Ja A AN E R B MR TS SR T —2
PR EL , JE 1k & 3% 0 Bk A5 B 3] Nimbus, Nimbus #7675 — & £
ML L3 4 Bt Worker™™ . A fid & T Storm (9 5 Ji3 ML
il B AT RS RN HER .

K H Oracle EHf 20 o (8] B4 o3 87 45 SR R 47 2 47, AT
fift P Storm Hl 17 s E B WA, IR 256 T, Bolt 7EAL
BV V& St B G SR — A B0 Bk S HE AT B AR AR BE R E R
W FEPERE Y, 7 ) S 2B i R M B0 T o R R AT X v )
BIRGER AT R R EN + 2 | it iE S A GEAD K
W o TR) I, 4 B o i B 0 Ak B 58 R ) B HRE A I O
Bk LR IS 25 18] . SR Oracle B30 13 X mb 7] 504 40 #r 45
AT B B AT Y T 56  REAB A% DL DR PN A7 36 8 TS UL T

RUE R Y R,
4.2.3 topology i& AT B} 8] #8 K B R AT

TE KA topology F Storm &/ L i i@ ) Storm Ul &
B Spout LL B Bolt 42> TAE Y s A& I 1) #8504 9647 B4 4k
L, FEOZ B R E R EA RN, S E R TR
B ARG 9 BRACHE 1 9 /N B A B Worker B H T,
AWA P RBCEIT

conf. setNumWorkers(8) ;

TR PE Spout/Bolt 4k BEEL 4 (1) & 24 M ik B & FLAY IF &
& Executor, AT H i (I EWT .

builder. setSpout (SpoutName,new KafkaSpout (),1)

builder. setBolt (CountSumBoltName, new CountSumBolt
O,2);

builder. setBolt (TOPNBoltName,new TOPNBolt () ,8)

builder. setBolt (MergeBoltName,new MergeBolt (),1)

Spout # A Kafka %4 i 2o 17 B4 B4k 2, A 2E 47 5
o3 5 A B I B IE L B R 15 MergeBolt AU £ 4 4t
TR HAATIC R AT EME 2B 5 IO T R E A
1, LA 4 Storm SEREBTIR . SRJ5 XS W 4 K 7 1P 4T TOP
N Geit, ot db 3 LA B4R 0 A, R L L O R B D 8,
DAHE & B di Ab SRR ) 5508 . XREAR 38 92 B i LX) Spout F
Bolt # & & B /Y Executor, B B8 9% 1 1k topology, X &E 77 £
Storm SERFYEIR . WA [ # , topology 38 1T i 7] # + 1Y
HAIBATRYAF BLE T 45 2 i ok

5 LBHERERDN

5.1 SEHHHE

2SI RO SR U T [ P9 BE R T R R A g ) 4 15
M HZE, HYHEER 20 42~30 125, i Flume R 4£ 5
8 BOHE R AR 5 R AF B T I B A Kafka b, A% XAk ML
o FTROE W SRR AL I I 7 SOOuF 5 56 B4l DL % 5 56 45
PEAT THOR I AL I, AR R GEX R Y Ak N 4 H AR AT S
50T B R 4 B B OF X R T I, R 2 AT
Spout ## A Kafka i .8 BAS YRS P R4 H Ak AR 73 491

2 MFM%H EERE R

Table 2 User network log data example

2018-05-07 08:01:10. 362 bh. s. d. executor [INFO] BOLT ack TASK:45 TIME: TUPLE: source: BISTU_ AttacklpSpout: 189,
stream:default.id: {},[421277,5745594.1516600527,1516600521,15. 239, 211. * ,111. 223, 10. * ,80,53121, % [& . #f iL : 4%

Moo B A5 L H A3 H A 3L baidu. com,2018-05-07,13]

2018-05-07 08:01:10. 362 bh. s. d. executor [INFO] Execute done TUPLE source: BISTU_ AttacklpSpout: 189, stream: default,
id:{},[421277,5745594,1516600527,1516600521,115. 239. 211, * ,111.223. 104. * ,80,5311,  E . #f L. AL M . & 15, F 4w

Y1 # m ¥, baidu. com,2018-05-07,13]

2018-05-07 08:01:10. 362 bh. s. d. executor [INFO] Execute done TUPLE source: BISTU_ AttacklpSpout: 189, stream: default,
id:{},[421277,5745594,1516600527,1516600521,115. 239. 211, * ,111.223. 104. * ,80,5311,  E . #f L. AL M . & 5, F 4w

Y1 # w3, baidu. com,2018-05-07,13]

2018-05-07 08:01:10. 362 bh. s. d. executor [INFO] Execute done TUPLE source: BISTU_ AttacklpSpout: 189, stream: default,
id: {},[421277,5745598.1516600514,1516600409,123. 125. 115. * ,49. 127, 21. * ,80,50998  E . 4h 3¢ . Bk @ . A F| T . 4

% #| , tieba. baidu. com,2018-05-07,13]
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Fig. 3 Contrast diagram of results of life-rate judgment
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R = 2019 4F
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X ERE DL IR 44 & TOP N 93188 . Bod 40 7 45 5 5%
F Hive #4735 AL, 3 R F ) #5743 KR 51, AR LA 2018

RS AT H 8 B S B AT 3T R R L 3R 3 8 I (] g3
X partition(dd= ‘2018-05-07" ,hh="“08") PN A 3 % M 4 I if;
IP R G HE B .

# 3 MGKLE IP£EENGITER
Table 3 Network attack IP attribute statistics
B /W% 1P 117.44.166. * 125.113.100. * 47.52.33. *
i E 320503 220774 306242
1 1 15
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Fig. 4 Network attack IP attribute distribution map
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ZHRIE A WK Flume, Kafka, Storm, Elastic Search
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