%46 & 10 D2 M- N 1 M = A < Vol. 46 No. 10
2019 4F 10 H COMPUTER SCIENCE Oct. 2019

EF NFV §9B53E SDN =2 %23 UDP = &l 43 2B T R B9 &l

B OR OB OB O
(ARMEMRAFHRENAFEHAFER E X 211106)

# E RFHM4E LM% (Software Defined Networking, SDN) # 4 A M /3 5] T M K 89 £ 2,12 SDN 24 B % K&
UDP 7T 4 %20 g 69 Bl FA 55 % A A3 3 A i 2k, 5T, & T SDN A= W %4 3 48 & #4 4L (Network Function Virtualiza-
tion, NFV) 3 K #94F &, 454 SDN ¥4 £ 432 UDP o TCP B A A BAM G A BHRL, G AR S T —FHA i
NEV # B 5& SDN 354 £ UDP T4 o ey HuH, 57 B T OpenFlow X B AL 0 64 4w b 6] £ 48 95 A 2 1 46 ) 5 58 i
UDP A TASHE; LR BET —HEFAKXGAT NFV ag4n F R &6 I F .48 Linux £ 8 £ HA RN P [
&, SDN#ZHREZETAARZINAALH UDP A& ot P &, %Kik 5 4 UDP A 2 48 & 5 & OpenFlow X # AL
HOZAMENARRALE; RE,ELnxBREBPEATATZNHAGREZALEHRFTER, EREAN . LEH
SRR AL ¢ K T RE THH B A BN 56y 0 18 8 3% 7 F 58 45 A A Rtk UDP T4 454169 B .

KEIF W& A KM SR %, &I fe B L, 4wl o a &, UDP

FEESEE  TP393 XHERFRIREG A DOI 10.11896/jsjkx. 180901659

NFV-based Mechanism to Guard Against UDP Control Packet Redundancy in SDN Controller
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Abstract Although the security of software-defined networking (SDN) obtains great attention, the threat of SDN con-
trollers from the UDP duplicate packets in a heavy flow has not been eliminated yet. In response,based on the features
of SDN and network function virtualization (NFV) technology.combining the load condition of SDN controller in han-
dling both UDP and TCP data streams., f{irstly, this paper proposed a new NFV-based mechanism to guard against UDP
control packet redundancy in SDN controller. The detection middlebox located in front of the OpenFlow switch interface
can detect and filter UDP duplicate packets effectively. Secondly, this paper put forward a cost-effective NFV-based im-
plementation method of detection middlebox. The detection middlebox is implemented by the Linux container and only
the first UDP flow packet is allowed to pass through before a path is established by the SDN controller, ensuring that
subsequent UDP flow packets already have relevant flow table entry when they reach the OpenFlow switch. Finally, this
paper implemented and tested the prototype system of the mechanism in Linux server. The experimental results demon-
strate that the method can effectively free from threat of the UDP redundant packets when the setting of the delay ¢ of

non-first packets is larger than or equal to the time for controller processing a single packet.
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