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Study on Intrusion Detection Based on Deep Convolution Neural Network
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Abstract Compared with the previous network data, network data shows more huge, complex and multidimensional
characteristics nowadays. In face of the high dimensional data features, traditional machine learning methods need to ex-
tract a large number of features manually. Besides.feature extraction process is complex and computational, which is not
conducive to the current network intrusion detection real-time and accuracy requirements. Deep learning methods have
good advantages in dealing with complex data, which can automatically extract better representation features from the
data. In this paper, an intrusion detection method based on deep convolution neural network was proposed. Firstly, a
method of transforming network data into images was proposed. Then a deep convolution neural network model was de-
signed for the transformed image,which uses the two-layer convolution layer and the pool layer to reduce the dimension
of the image,and introduced the Relu function as a new nonlinear activation in place of the traditional neural network.
The sigmoid or Tanh function was used to speed up the convergence of the network,and the Dropout method was intro-
duced in the model to prevent the network model from over-fitting. Finally, the image was trained and identified by con-
structing the completed depth convolution neural network model. The experimental results show that the proposed
method has better detection accuracy,lower false alarm rate and higher detection rate compared with the existing me-
thods.

Keywords Intrusion detection,Deep learning,Convolution neural network, Feature extraction, Over-fitting
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Table 1 KDD CUP99 data
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Fig. 1 Data preprocessing process
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Fig.5 Structure based on CNN intrusion detection system
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Table 5 Details of various types of data
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Fig. 6 Comparison between accuracy rate and recall rate
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Fig. 9 Comparison results of different loss functions
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Table 6 Attack combination description
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Fig. 10 Accuracy rate of all kinds of data
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Comparison of accuracy rate of each classification model
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Fig. 12 Comparison of false positives rate for each classification model
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Table 8 Comparison of accuracy rates for different attack types

AC/ %
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Normal DOS Probe U2R R2L
KPCA-SVM 98. 87 98.59 93. 27 26. 48 72.12
BPNN 96. 23 97.52 91.56 23.21 64.11
RNN 98.78 98.98 93. 21 28.53 73.55
DBN 99.01 98. 95 94.16 32.51 75. 86
CNN 99.03 99.01 94,13 55. 31 76.29
R X 99. 47 99.13 94. 35 64. 10 83.21
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