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Hierarchical Control Strategy for Data Querying Based on Differential Privacy

LI Sen-you JI Xin-sheng YOU Wei ZHAO Xing
(National Digital Switching System Engineering &. Technological R&.D Center,Zhengzhou 450002, China)

Abstract Protecting users’ private data is critical in the process of data querying, publishing and sharing. Most of the
existing privacy protection models provide a uniform level of privacy protection for all query users of the dataset without
considering the different query results of different trust levels. This “one size fits all” approach ignores the differences
of the privacy protection requirements between individuals. Multiple query users may have different query privilege and
reputation value,and the data privacy attributes of the queries are also different. Therefore, those methods of providing a
uniform level of privacy protection cannot meet the differentiated needs of privacy protection. This paper proposed a hie-
rarchical query control strategy based on differential privacy. When the query user submits a query request, this method
can protect data privacy by adding Laplace noise with different distribution characteristics into the returned results for
different trust levels queries. The trust levels are based on the query security trust degree according to the privilege, repu-
tation value of users and data privacy attribute. In order to ensure high availability data cannot be obtained by low-level
query users,the availability evaluation module is introduced to analyze the data availability while protecting privacy. The
simulation experimental results demonstrate that the proposed control model can provide protected data with error rates
ranging from 0.1% to 30% for different levels of query users,releasing the important limitation of differential privacy
providing only a uniform level of privacy protection,and solving the privacy leakage problem of data query of multi-trust
level users. And analyzing the availability of the query results can maximize data availability within the context of diffe-
rential privacy protection.
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Fig.1 Hierarchical control model for data query
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Table 1 Variable and value for trust model
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