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Abstract In the era of cloud computing, more and more enterprises are adopting microservice architecture for software
development or traditional monolithic application transformation. However, microservice system has high complexity
and dynamism. When microservice system fails,there is currently no method or tool that can effectively support the lo-
cation of the root cause of failure. To this end,the paper first proposed that all business log generated on all of the ser-
vices by a single request can be associated by the trace information. And on this basis,this paper studied the method of
microservice system debugging based on log visualization analysis. Firstly. the model of microservice log is defined. So
the data information required for log visualization analysis can be specified. Then five kinds of visual debug strategies
are summarized to support the location of four kinds of typical microservice fault’s root cause. The four kinds of mi-
croservice faults are ordinary fault with exceptions,logical fault with no exceptions, fault caused by unexpected service
asynchronous invocation sequences and faults caused by service multi-instances. The strategies include single trace with
log information,comparison of different traces,service asynchronous invocation analysis, service multi-instances analysis
and trace segmentation. Among them,in order to realize service asynchronous invocation analysis and service multi-in-
stances analysis,this paper designed two algorithms. At the same time,a prototype tool named LogVisualization was de-
signed and implemented. LogVisualization can collect log information, trace data,nodes information and service instance
information of the cluster,generated by the microservice system runtime. It can associate the business log with trace in-
formation by less code intrusion. And it supports users to use five strategies for visual debug. Finally, the prototype tool
is applied to the actual micro-service system. Compared with the existing tools (Zipkin+ ELK) , the usefulness and ef-
fectiveness of prototype tool in the root location of four micro-service faults are verified.
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