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Attention Mechanism Based Detection of Malware Call Sequences

ZHANG Lan LAI Yao YE Xiao-jun
(School of Software, Tsinghua University, Beijing 100084 , China)

Abstract Typical machine learning approaches, which learn a classifier based on hand crafted features, are not suffi-
ciently robust. Attackers can reorder the malware code or insert useless code to avoid detection. Aiming at the problems
of the large number of malware, confusion technology progress and the cost of artificially constructed feature in the In-
ternet environment, this paper proposed a different malware detection approach G2ZATT based on API call sequence and
attention mechanism in natural language process. First,dynamic API call sequences are extracted by using the sandbox
environment and split them into several subsequences by using a sliding window. Then, the concept of multi-instance
learning and attention mechanism are introduced to design the hierarchical feature extraction neural networks. Recurrent
neural networks are used for API-level features. Two attention mechanism are combined to extract window-level fea-
tures and sequence-level features. Then, those sequence-level features are used for malware detection. Ultimately, the
model is trained and used to detect malware. The experimental results based on real dataset show that the window-level
feature extraction layer learns effectively attention scores in the subsequences. In addition, the sequence-level feature ex-
traction layer improves the performance of malware detection model on precision and recall by calculating attention
scores across the subsequences. G2ATT achieves 98. 19% on detection accuracy rate, 98. 78% on precision rate,
97.60% on recall rate and 99 % on AUC (Area Under the Curve of ROC) , which improves by 10% compared with other
machine learning approaches based on API call sequences on detection accuracy.
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