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Extended Attack Graph Generation Method Based on Knowledge Graph
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Abstract Existing attack graph generation and analysis techniques mainly depend on vulnerability scores. External fac-

tors such as hardware and software cann’t be considered to judge their impact and correct vulnerability scores. As a re-
sult, generated attack graph is difficult to accurately reflect the real risk of nodes and attack paths. Information extrac-
tion and knowledge reasoning in knowledge graph technique are effective means to integrate vulnerability information
acquired by multiple sources,and can be used to calculate the risk of nodes and attack paths more accurately in the net-
work. Firstly,knowledge graph based on atomic attack ontology is designed to extend the input and display information
of attack graph. Then,an extended attack graph generation framework based on knowledge graph is proposed. On this
basis, the attack graph generation algorithm and calculation of attack success rate and attack profit are given,so as to

achieve a more comprehensive and accurate evaluation of vulnerabilities. Finally, experimental results verify the effec-

tiveness of proposed method.
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Attack graph based on knowledge graph
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