%46 8 12 W D2 M- N 1 M = A < Vol. 46 No. 12
94 12 H COMPUTER SCIENCE Dec. 2019

—FMETXREFEFARANEMBERABRETEZENEARR

HkEE TIFE B B KREE EANLE
(FRAAFITENRZEHARFKR LH F# 226019)

i E REHBERAAEIPON . ZEEEBEL HBERTEAFRYE ., AT EAZOURIER F % %425 %
BREMNL LPRET AL TRBELEH R ZHRARELK L LINIESF £ (MWSASB), MWSASB 7 %%t %
BB BB R B R R RS EM AR R P L A TAE SR AL PoW Hik A K R K S
ERAPEESFAXSRFERTER L X PO RuERY, AL EEMHE. A PHANEMEZL. ELT
SR AR B FRRAR R EMEEABER RGOS AT S L RN, AR R EERR, A
Fi")\“%@mvmﬁlﬁIZ&%Hﬁ%‘%i&ﬁéiiﬁi}\ﬁ,Eﬂxﬂﬁk#]}éylTﬂ*—?é‘]ﬁi\%ﬁ‘iﬁmﬁﬂ%ﬁﬁikéﬁé‘]&"
AFELE, AR EZGHBR ARAEENFHAREMZEPERSRNEFEALIBXLLRKERRAT, K
J& 3 MWSASB # £t f7 %Az 20, FREREAN . ELAMF @, MWSASB 5 £ A A L & & 4 KNEF
/\/% Ve, B AL R T B LM%k &, e P AR E . DDoS Kk F EE AT @, A A K He st KT LA,
18 R 5 A 5 5 % Fe 2h R AU R HE AT An AR L AR R ROR VIR R R A AR R R
e R34, EP oL, RE X AINE, SN E BRI, HRMH
FEZESES TP309 XERFRIRAD A DOI 10.11896/jsjkx. 181102170

Multi-stage Cascade Wireless Security Authentication Scheme Based on
Blockchain Technology

HU Zhao-peng DING Wei-ping GAO Zhan ZHU Xiao-hui WANG Jie-hua
(College of Computer Science and Technology, Nantong University, Nantong,Jiangsu 226019, China)

Abstract Blockchain technology has the advantages of decentralization, trust removal,anonymity and non-tamperable.
In order to more effectively ensure that users can safely identify and connect to the wireless network, this paper pro-
posed a multi-stage cascade wireless security authentication scheme (MWSASB) based on blockchain technology. The
MWSASB program designs a multi-stage cascade protocol process:registration phase,login and certification phase,and
transaction phase. And it records the transaction of users’ information in the non-tamper and decentralized blockchain
ledger by using workload proof and the extension of the longest chain. Firstly,during the registration phase, the user en-
ters the registration information Then the cryptographic technology and the consensus mechanism are used to store the
registration information on each node of the blockchain in the decentralized network. At the same time,during the login
and authentication phase,the user inputs the login information.then login and authenticate with the blockchain server.
After successful authentication the login information is also stored on each node of the blockchain. Secondly, in the
transaction phase,the registration information and the login and authentication information are used to ensure that their
information are securely recorded in the blockchain in the form of transactions. Finally.the security and computation of
the MWSASRB are analyzed. The results show that the MWSASB has security attributes such as wireless security au-
thentication and can effectively avoid various common network attacks such as man-in-the-middle attacks, DDoS at-
tacks,etc. In terms of computation, blockchain cannot be tampered with and cryptographic algorithm and consensus
mechanism can be used for encryption verification, which can effectively reduce the number of calculations and improve
the efficiency of security authentication.
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