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Two-dimensional Code Encryption Based on Revocable Outsourced Attribute Encryption

GAO Dan LING Jie CHEN Jia-hui

(School of Computers, Guangdong University of Technology,Guangzhou 510006, China)
Abstract The two-dimensional code technology has a wide range of applications and superior performance,but the tra-
ditional two-dimensional code technology has low security and is only suitable for single-privilege scanning of a single
information,and cannot implement different functions for users to scan different codes. As a fine-grained data encryption
method, ciphertext policy attribute-based encryption (CP-ABE) can realize user access control while ensuring data secu-
ritysand realize information transmission in one-to-many mode. Combining the characteristics and advantages of two-di-
mensional code and ciphertext policy attribute-based encryption technology,a two-dimensional code encryption scheme
based on revocable outsourcing attribute encryption was proposed. The information block based on the rights division is
secondarily encrypted,and then outsourced to the server for corresponding decryption and permission matching. Then
the first decrypts ciphertext is returned to the user,and the user obtains the private key by scanning the code and de-
crypts it twice to get the plaintext. The generation of the two-dimensional code can vary with the different random keys.
Through the analysis of the security of the scheme,it is proved that the scheme has forward security, backward security
and selective plaintext attack security (IND-CPA) under the bilinear -BDHE assumption. Through the design experi-
ments,it is verified that the scheme can realize the one-to-many information of the two-dimensional code while ensuring
the security of the two-dimensional code information. This scheme has the advantages of low computational overhead on
the client side,reversible attributes,and random generation of two-dimensional codes.
Two-dimensional code, Attribute encryption,Outsourcing , Revocable
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