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Abstract The replica mechanism of distributed database system not only improves reliability and performance of the
overall system,but also leads to the consistency problem of multi-replica data management mechanism. To keep the con-
sistency of data,a consistency protocol model is needed to avoid data’s inconsistency events. Moreover, consistency
checking algorithms are also needed to detect inconsistent data. Firstly, the concepts of temporal relations, security con-
sistency.and concurrent consistency between read and write operations are defined. Secondly,according to the parallel
and temporal relationship between read and write operations that recorded in the set of operations, the rules of transfor-
ming operation record set to operation record graph are extracted,and then the algorithm of transforming operation re-
cords into operation record graph is also designed. Then, taking the set of operation record graph as input,a violation
operation search algorithm is designed to find the set of inconsistent read operations which have violated security and
parallel consistency. Finally, experiments are conducted based on Cassandra and the read-write consistency is set to
ONE. YCSB generates parallel read-write stress tests. The comparative experiments with similar algorithms verify the
advantages of the proposed algorithm in both function and efficiency.
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Table 1 Model classification of consensus algorithm
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Tii%& R Gossip! ! 1% | Phi 4 Cassandra %

YT g A OB P AR T BOMEAG DU R 1Y © A RIS L
A SCERCT6 14 i 2 4% 1F o8 B (Conditional Fune-
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Table 2 Symbol and its meaning
i ERS. i
D A
k A Z D 8 key 1
v HAE AL DB value
A By B AR R %
L BAF DL EIRR
st — 4L EFE L W4 u A
et — & FEE L LR
ot L th# £ A, 4 % Read(R) F1 Write(W) 7
T — BUM Sk oy AT BT AL
LS HEEELEES
SCP 2 A — 3 M B | (Safety Consistency Principle)
PCP 347 — M B M| (Parallel Consistency Principle)
G BERZHEG
\% BELXEGHTEAE S
E BELTHEGHEELNES
C BECKHGHT AMEES
f B G T8 B {0, 1) 8 30y B 4T 8 3
g E G TR A B {0, 1) 8 3% 09 B 4% 8 3
Sep HREA-BHBEBEFENES
Spep HR AT B ERENES

EX VX% D RHEREIA) 78 Key-Value B E R
girp AR BEIRXT SN D,D WL Z ot (ko) Fom , Ko
b FoRBAE I G D AL R G ME— R IRAT o B ST 2
B, ERZH Key-Value B¥5E R G rb, W LIGE T £ 15
o, MEGREARZEN rBF, — BOHE R0 54 7k 75 5 I
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EX 208U 25 B fic ) Frxb R x4 D R
YEA 52 (Read) 55 (Write) B f, % 32 5 ic 5t L H HLoc 4l (&,
vy styet ot} Fem , Ho B TR BRI D (W ME—$RR L o St 2 [
BL5 0 sk M4 RAG 1 st 5 er 4 B RN ERAE R IT BRI 18] 5 2%
HHF ] or FRBRVEM AL, FEHIHL . 2 or = Read I, v J& 3
PR AE 3R [T{E, T 24 or = Write I v R B HAIEMN S A,
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Table 3 Example of data access record list

%5 key ik R
1 D, ={D;.v20,1,2,R}
2 Dy 17:< "ulO,S-,/l.W?
3 D, I;:{D; v20,5,7,R}
4 D; L,={D3.,v10.7.9.R}
5 D L;={D,v50,8,14,W}
6 D, L¢={D;,v50,9,11,R}
7 D, L7 ={D5,v20,11,12,R}
8 D, s =1{D;y.v50.13.15.R}
9 D 13:<D ©50,16,17,R}
10 D, Liy=1{Dy,v10.,18,20.R}
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S Py : L}{ 75679’7 ll{;ﬁ{ 73(’3717 3,158} A
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Jog Ee 7 KL M . -
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5 — — -
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Fig. 2 Timing relationship for data access records
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Table 4 Results of violating consistency operations

Zh—HME T -EHK
v N

)
1=1{D;.v20,1.2.R}
L, =1{D3,010,3,4,W}
L3 =1{D3y,v20,5,7.R}
1=1{Dj3,v10,7,9.R}
s = {
i

I
I

i

I

I D,v50,8,14, W)

Lg=1{D; ,050,9.11,R}

L;={Dy,v20,11,12,R}
Lg=1{D; ,v50,13,15,R}
Lo=1{D,v50,16,17,R)}

Liy={D2,v10.18,20.R}

T/ FR AR 6 — B E L X R AR L, — R e I

F 4 A L= (D, ,020,5,7, R} HFEAH 5 HAME £
YEIAT Ly RLIZ R L, W95 AME 010, {0 Ly 3 3/ H 2
020, MR E XL 6 HE X 7, Ly iE R4 IR T — B R ; [
B Lo Wil R A 5T — B R . Ly oL Ly 5 Ly Al
AT TEEAE Ly b Ly BRIAR Ly 9B AE 010,10 Ly
BRIREEEAME L WS AME.L, 5 L, &R %4517 —
B RE L, MR % & — BRI I E L Ly 5 L W R E
L — BRI (B R IR AT — Bk R .

4 BRELCFES-HHERMNEX

4.1 BETREEALSHERELRE

E X 8(#:Eid % &, Execution Log Graph) #:4/Eid 5%
2 B R AR i s LS ¥ AL TR . )8+ DAGCR [a T IR D 254,
BAEILRE T H— A =TT £ R G=(V,E,O), Hh V 2&#
EIERA G TS ES E ETEZ A ML iES.C 2T
AR, Hod TN A EAR R =004 C= (L, f.g) T,
Hh L Rm— R EILR. S 5 ¢ W2 TR0, 1 EE
BB . BRAEICSES LS m R Eic 5B A Ak 16 LT 4
A,

(DIBEICFEE G FRTUE o SEBACEES LS Py
e L, —— Bt

OFAMIERE G WA LS REILRZ K AR
SRR R GE L 5) —— Wbt

(3B ST BB E £ 200, 1) 380 A W S 0N 2 . M 77 S L,
FEAT R AR IE S HX SR IE S S L, BBUOR A, f=1, 5
m f=o,

COBS RS g B0, 1) 3 e 5 100002 . Y 4 2 1 JF:

5
6

X A X
X Ao X X 4o 4o X

IR EREIC R Ly M EAEICTE Ly MR KM Ly || Le A
Ly.v=Lg.vit,g=1,FN g=0,

AR UL AR IE % LS M T il # W G R LR
HWE D 1R,
ik BAEIESE LS m il R K G Mk
INPUT AR il sk A LS={L; Ly, Ly.o Ly}
OUTPUT. Jj Lid % B G
1. LS. orderByTime ASC/ /¥ LS 4 v 8910 5% i MR ) [a) 7
2. G<(V.E,O//z 3 IvHiE G

3. V<List{v; i€ [0, |LSI =11} //#IHRALE G MTUAES V
4. E<List{eli€ [0, LS =17} //#Miaf I G A ESR V
5. Len<|LS[//LS & MK/

6. 1(v)<0 //W1hH It ek B £

7. v =0 // WM BT RS o

8. for i=0 to Len—1 do

9. for j=i+-+ to Len—1 do

10. if L[j]. st<<L[i]. et and L[jJ. ot L[i]. ot/ /%M If-47
11. f(v)<1

12. (v =<1

13. if L[j].v==L[i].v

14. g(vp) =<1

15. g(vp) <1

16. end if

17. end if

18. if L[j]. st=L[i]. et and LLiHL[j]

19. elj&edge(ll[i],L[j])

20. E<E+e;

21. end if

22. end for

23. end for

24. return G

BV 1M AT R LS SEA rh BT A 10 4 BRI AR AT
FFPHET . 55 3 AT HET By FE R 1 46 1k B A TS, W R R
W1 KSR E G R T o, SEMEICFEEA LS PRidat
L, ——We, 55 10— 12 470 2N 3, RIS 7r &S L, 347
WAL S, B 4RItk 5 L RAANFE, =1, %
13— 15 17 B AL 4, BI Y4 32 09 I 47 19 2 3 4B i 5 L AN
BHEILRE Ly RS Ly | Lk ALy. v=L¢. v, g=1.
H518—20 A0l R FLI 2, B I G A I i SHEAE D 2
VF] f) B SR 2 06 R AT — — LA .

BV L MRTRIE S B AT T AR 1 A 1 AT HE
Vo B A b, G SRR R B I A2 2% 1 e O % DR o O 4 HE Y U
BRI 22 B R O % logn) s Horft o 2 LS 4 P48 AE A9 A4
52— T AT IR AL S RN E 28 RS OGo) . 55 8—10 17 7T
JZ for MEER L f FWT, B 18] 52 2% B Hh i T A R B o
55 10 A7 AR LS B4 o T A AT B4 iR KIFATECH
ms BTN for JEFR LI if FIW, XFF LS 4EA T E B N 1E
L M52 B RIATHE R m 0 A0 i P 10D R 2 2
BAE m K INZ A2 for MG IR, H LSS 8— 10 17U 19 &2 44 &
F O *m), [AFE,18—20 fTREBIMNEZE RN Onx m), B
MLEE I WEREIEZ&E R Ol % logn+5n+2n % m) =~
O(n(logn+m)),
4.2 EFCIRFER—HERMNKHBRMELCR

SR HE R E G A R — B0 TR Y 32 4 1 B
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ROFLEWGE G RN RS, 53 50 I A 1 % 4

— S ST - SRR R AE R IE R ARIES S, 5 Sk

ORI AL R S, 5 S, B Bl RO B R

THEE M EARIE Ly (E G AR A TOS ST Sy 52 8 4 19 TH

Sv) s AT AR S L HT IR 5 R AR b g W 45 R B R D R L 4R

B 5 HIFAT R BT A S ERAE, SR 4% 30 I L B R 09 (45 TR

PRVE L 09 WA & X 6 58 X 7, %8 ME— il L &4

— Uk 5T B R . KR EAE Ly WIHFATEER O,

Wi f 1 %4 — B ST — Btk . WRAFTER Ly JRATHY

G RIE T X 6,0 LA — B RN R AR 5 H

BLE 45 R G S B A W BB B T IR AT — S R, i

R—BE AR E R WA 2 R,

k2 dRk—-BHaEHRAR

INPUT. Jlj 2iE25%  G=(V,E,O)

OUTPUT: i R % 4 — B LB AE R R & S, » i ROFAT — Bobk 3
EMEE S,

1. 5E WAL So 5 Spe

2. Ve<getVertex(G)

3. V< V.orderByTimeAscO / /¥ S #E4T Asc HEF

4. Len<|V,]|

5. Index Len—1]=1{0.1.2.-+.Len—1}//5 XML Index

6 for i=0 to Len—1 do

7 if vi.ot==R//UNFRZT 50 X I 09 B AF 2 132

8. V[ Index[i]1<V,[j]//V[Index[i]]5 V,[j1X} i
9 lt<getLastTime(V, [j1€ (v| (v | V,[[] )/ /e 745 st ]
10. find V<=0// 24 Hif 15 A5 (9 11 38 S22 75 77 76 41 OC 19 B A
11. for k=0 to j do

12. if Vi[k].et>1t

13. if V,[k].v==V[i].vand V,[k].ot==R
14. findV<1

15. end if

16. l,<—getMax(l,, V| [k]. st)

17. end if

18. if {(v{)==0 and findV==0

19. Sep <= Seep T Vi

20. Sper<Spep T Vi

21. else if g(v{)==0 and {indV==0

22. Sup =Sy Vi

23. end if

24. for each V[j]€ getVertex(G) do

25. if V[Index[i]]. et>>V[Index[j]]. et

26. Index[j]>Index[i]

27. end if

28. end for

29. end for

30. return Sy, and S,
FESE W 2 55 1 AT HE P BV oh L 4n 2R SR B IR 52 % R A
P B M HE P B HE R W BRI E 24 B O(n * logn) 5568 5
TP R R 24 B R OGo) 588 11 AT IR N 2 for 1§
Wl KIFATSE m R 56 6 AT I IR 95N )2 for 18 6 19 Ak
AR OGo, &I ZE i E for 1§ 25 19 B 8] 5 ¢ B
OGexm). WL, 55 % 1 — 8 5k 2 09w 52 4% 2
Onllogn+m)),

scp

5 LBWRERSN

5.1 ZTWHBEREE

ARSI P SRR RO EC 8 Horh Y RURE RSO IR
A& Ubuntul6. 04, CUP Jft A& J& Intel i7 6700 K., N % 16
GHz,SSD K/ 250 GB, 5250 3R H B9 Key-Value ¥4 4 2 it
7% 3.11 1) Cassandra, ff Key-Value $U¥E E 1, Value X5 £
B R T VP AF S String BER list G set ) &
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