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Easy-to-deploy Dynamic Monitoring Scheme for Android Applications
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Abstract Android application dynamic monitoring scheme is usually implemented in three ways:1)custom ROM;2) after obtai-
ning the device root permission, modify the system file or use ptrace technology to inject code into the target process;3)repackage
APK to add monitoring code. All three methods are implemented in an intrusive manner, which depends on the system environ-
ment and is difficult to deploy to different devices. In order to solve the above problems,a non-intrusive dynamic monitoring
scheme based on plug-in technology was proposed. The scheme releases the monitoring system in the form of host App and in-
stalls it on the target device. The application to be monitored is loaded by host App environment in the form of a plug-in for opera-
tion,and the host App loads the corresponding monitoring module when loading the plug-in.so the App is monited. Start a
process ahead of time before the application to be monitored runs as a plugin. The Binder proxy object in the process is replaced
by a dynamic proxy method,and the Binder service request in the process is redirected to the virtual service in the virtual service
process for processing,so that the components in the application to be monitored can run in the pre-started process. When the
Application object in the application to be monitored is initialized, the Java layer and the Native layer monitoring module are loaded
to complete the monitoring. According to this scheme, the prototype system AndroidMonitor is implemented on the Virtual App
sandbox and tested on the Nexus5 device. The experimental results show that compared with other schemes,although the startup
time of the application to be monitored is increased by about 1. 4 s,the scheme does not need to acquire the root authority of the
device system,and can simultaneously monitor the Java layer and the native layer sensitive API. The system introduces a device
information protection module to prevent device information from leaking when monitoring applications. The system is distributed
in the form of an app,which is easy to deploy to different devices and has multiple application scenarios.

Keywords Dynamic monitoring, Plug-in, Hook, Dynamic proxy,Sandbox,Non-root
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void * new_dlopen(const char * name,int flag) {

void * ret=old_dlopen(name,flag) ;
hasLoadSo(name,ret) ;
return ret;}
void hasLoadSo(const char * name,void * handle)
{
if( name= = R W M 7 F P i) so J2E 24 Bk {
G handle X 73 Wi 57 F 7 A9 so #E4T Hook;
}
}

3 new_dlopen Fl hasl.oadSo PR %K
Fig. 3 new_dlopen and hasloadSo method diagram
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Fig. 4 Virtual information setting interface
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Table 1 Hook table
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Table 3 Comparison of start-up time

({3 . ms)
A E% B R
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IR 6.2.2 2944 1318

s B 3.5.0 2843 5059
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EEHRE 0.24 26490
JE WS AR 1.85 20184

6.4 HERMEK
AR SCHRE I O SR AE BRI S R AR AR — SR
D AR EAR T AR T A BT
7 (9 I Bl Ak I, 2 B i 4 RE A VD A P G 1 O W e 3k as

ATHEAT WM, R S L. WD )'?ﬁi Android % % LE/J > I
% st B 50 A 5T 09— A 7 1), 3XORE (9 IR BT B AR LSS AT
7

(2)7E Hook i B v, £ {3 45 2 0, IF %A % JE AR XS F- 4k
A WA X 0] BE T 2 Hook f& pA$Liz 17 i #2 h R2 11 81
A, R 48 R R R 7 A A TR,

GRIE ARG T —MIER AN S I EM Android
IR P R 3 i R DR E R U A s N T = e S
W AT 948 3 App, E%J R W N A A6 0 =X 28 3
1 £ App BT I I H B 3AT R . 1% M 3R S R A2 [ I 4
Java JZFl Nativc}%i_ﬁ%ﬁd#@‘ B AR B AR B, T
B 1k A e R A BRI EE BRI E R AR G ED
FEA. R kTR VDA A B 0 52 B Oy 1k AT B, IF R
Hook i 72 /1 45 73 i 45 2 HATIE & .

# X

[1] PAKW,CHA Y.YEO S. Detecting and tracing leaked private
phone number data in Android smartphones[ C] // International
Conference on Information Networking (ICOIN). IEEE, 2015
503-508.

[2] ZHENG M,SUN M, LUI ] C S. DroidTrace: A ptrace based An-
droid dynamic analysis system with forward execution capability
[C]// Wireless Communications and Mobile Computing Confe-
rence (IWCMO). IEEE.2014:128-133.

[3] SHEN K,YE X J,LIU X N,LI B. Android App behavior-intent
inference based on API usage analysis[ ] ]. Journal of Tsinghua
University,2017,57(11) :1139-1144.

[4] ARZT S,RASTHOFER S,FRITZ C.et al. Flowdroid:Precise
context, flow, field, object-sensitive and lifecycle-aware taint a-
nalysis for android apps[J]. Acm Sigplan Notices,2014,49(6) :
259-269.

[5] ENCK W,GILBERT P,HAN S,et al. TaintDroid: an informa-
tion-flow tracking system for realtime privacy monitoring on

smartphones[]]. ACM Transactions on Computer Systems

(TOCS) ,2014,32(2) :5-34.

[6] REINA A,FATTORI A,CAVALLARO L. A system call—cen-
tric analysis and stimulation technique to automatically recon-
struct android malware behaviors[ ] ]. EuroSec, April,2013.

[7] FAN W,SANG Y,ZHANG D, et al. DroidInjector: A process
injection-based dynamic tracking system for runtime behaviors
of Android applications[ J]. Computers &. Security, 2017, 70,
224-237.

[8] YANG C.XU Z Y.GU G F,et al. DroidMiner: Automated Min-
ing and Characterization of Fine-grained Malicious Behaviors in
Android Applications[ C] // European Symposium on Research in
Computer Security. 2014:163-182.

[9] SCHREIBER T. Android BinderAndroid Interprocess Communi-
cation[ C]// Seminar thesis, Ruhr-Universitit Bochum,2011.

[10] CONSTANTINESCU A S. Ensuring privacy in the android os
by hooking methods in its api[ ] ]. Journal of Mobile, Embedded
and Distributed Systems,2015,7(3):107-112.

[11] CHEN X Y,WANG D Q. Research and Implementation of An-
droid Proxy Based on Dynamic Agent [ J]. Industrial Control
Computer,2017(7) :99-100.

[12] JI S B. Basic principles of VirtualApp[ EB/OL]. http://rk700.
github. 10/2017/03/15/virtualapp-basic/.

[13] JIA P,HE X,LIU L,et al. A framework for privacy information
protection on Android[C] // 2015 International Conference on
Computing, Networking and Communications (ICNC). IEEE,
2015:1127-1131.

[14] WIBFELD M. ArtHook: Callee-side Method Hook Injection on
the New Android Runtime ART[ D]. Saarbriicken: Saarland U-
niversity,2015.

[15] WEIS. AOP implementation on ART [EB/OL]. http://wei-shu.
me/2017/11/23/dexposed-on-art/.

[16] JIANG X,ZHANG H X,MU D J A Method for Dynamically
Monitoring Android Applications [J]. Journal of Northwestern
Polytechnical University,2016,34(6):1074-1081.

[17] vul_wish. Inspeckage-Android Package Inspector[ EB/OL]. ht-
tps://www. freebuf. com/sectool/98607. html.

[18] vul_wish. Inspeckage: % & 3y 25 20 §7 T H.[EB/OL]. https://
www. freebuf. com/sectool/98607. html.

[19] Tencent. GTLEB/OL]. https://gt. qq. com/index. html.

SU Xiang,Ph.D.is not member of China
Computer Federation. His main re-

search is Android security.

HU Jian-wei, professor, is not member
of China Computer Federation. His
main research interests include cyber

security and cyber confrontation.






