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Abstract With the development and popularty of mobile devices, Electronic Health Record-based BAN is becoming more and
more popular. People can back up the medical data acquired by the Body Area Network(BAN) to the cloud, which makes it possi-
ble for medical workers to accessed the user’s medical data using mobile terminals almost anywhere. However, for some patients,
these medical data are personal privacy and they only want to be accessed by someone with some rights. This paper proposed an
efficient and secure fine-grained access control scheme, which not only enables authorized users to access medical data stored in
the cloud,but also supports some privileged doctors to write records. In order to improve effciency of whole system.a method of
matching before decryption is added to perform decryption tests without decryption. In addition, this scheme can outsource the bi-
linear pairing operation to the gateway without leaking the data content so that eliminates the user’s computation overhead. Per-

formance evaluation shows that efficiency of proposed solution in computating,communication and storage has been significantly

improved.
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