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Improved TLS Fingerprint Enhance User Behavior Security Analysis Ability

HU Jian-wei. XU Ming-yang and CUI Yan-peng

School of Cyber Engineering, Xidian University,Xi’an 710071, China
Abstract With the upgrade of offensive and defensive confrontation,the combination of user behavior analysis and network secu-
rity has gradually entered the researchers’ field of vision. User behavior analysis technology can achieve active defense by identi-
fying untrusted users and preventing the intrusions before being attacked successfully. Currently,the datasets used in user beha-
vior analysis in Web security are mainly the application layer HTTP data, which is insufficient to identity user and is likely to
cause false negatives. This paper proposed an improved TLS fingerprint data based on n-gram and Simhash, which enhances the
fault tolerance of the existing TLS fingerprint. The application by using the improved fingerprint to user behavior analysis can im-
prove the accuracy of user indentification. The comparative experiment used convolutional neural network to model and analyze
the fingerprint data and log-type user behavior data obtained from the real environment. The results show that the improved TLS
fingerprint data can identify normal users and hackers more effectively,and the accuracy is improved by 4. 2%. Further analysis
shows that the improved TLS fingerprint can trace hackers to a certain extent by correlating user behaviors and timeline back-

tracking, thus providing an intelligence context for security incident investigation.
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