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User Attributes Profiling Method and Application in Insider Threat Detection
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Abstract With the widely use of information technology and Internet technology in enterprise organizations,enterprise informa-
tion security faces unprecedented challenges. Most companies are faced with both external and internal attacks. Due to the lack of
timely and effective detection methods,the damage caused by internal attacks is more serious. As the conductor of malicious be-
haviors in organization and enterprise, human is the research object in insider threat detection. Aiming at the low correlation and
low detection efficiency of the similar threat detection for the existing insider threat detection method, user attributes profiling
method was proposed. In this paper,users in the organization were taken as the research subject.and the clustering and supervi-
sion of similar users were mainly studied. Firstly,the method of calculating the similarity of portraits is defined. Then.the ontolo-
gy theory and tabular portrait method were used to integrate multiple factors, such as user personality, personality, past expe-
rience, working status,and setbacks. Similar users are clustered and managed in group by improved K-Means method, achieving
the purpose of joint supervision on potential malicious ones, which reduces the possibility of similar damage occurring. Experi-
mental results show that the proposed method is feasible and makes a way to combat the insider threat.
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Fig. 1 Design ideas of user attribute profiling method
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Table 1 Class vocabulary for user attribute profiling (partial)
R i 3 R
A % AR BTN R R % Thing
LR ES AP H G BRE Thing
w4 ES AR B A S E R £ Thing
f I ES HAHEPWIHEAR AN FE A
& X RIZALHAERTH-—PHRELEHTFE W%
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H ST 2 H0 T R P e R AR 4 R
2 PR AR R T AR G A

Table 2 Attribute vocabulary for user attribute profiling (partial)
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Table 3 Instances in the ontology (example)
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Ontology visualization
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Fig. 3 Department affiliation diagram (partial)
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Table 4 Information of user attribute in CERT data set
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Table 5 Format of log file(taking part of the data in psychometric.

csv as examples)

user_id O C E A N
NFP2441 34 39 38 36 21
ADR1517 36 39 13 19 27
MWB4000 27 14 44 22 34
MLS2856 35 49 22 45 28
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Nicholas Fletcher Pruitt
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Meghan Laurel Salazar
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Fig.4 Line chart of K-MS
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Table 6 Grouping situation of users
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