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Abstract Differential privacy is an important tool for privacy preserving in many fields,such as data publishing and data mining.
However, the strength and effectiveness of differential privacy cannot be evaluated previously,and highly rely on empirical selec-
tion of privacy budget. To this end,a privacy metric model and a privacy leakage method via graph theory and mutual information
were proposed. This work models differential privacy as an information theoretic communication channel,and constructs an infor-
mation channel and privacy metric model for differential privacy. Then,a mutual information based privacy metric method is pro-
posed by employing the distance-regular and vertex-transitive of graphs,the upper bound of this metric is proofed,and an explicit
formula is proposed for the bound. Delicate analysis and comparison show that the proposed upper bound has a function relation-
ship limited by fewer computational constraints among the original dataset’s attributes,attribute values and privacy budget. This
work benefits more than related works,and provides theoretical foundation for algorithm design,algorithm evaluation,and privacy
assessment.
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Fig.3 Differential privacy channel model
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Fig. 4 Differential privacy metric model
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