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Android Malware Detection Method Based on Deep Autoencoder Network
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Abstract To solve the problem of low detection rate of traditional Android malware detection methods,an Android malware de-
tection method based on deep contractive denoising autoencoder network (DCDAN) was proposed. Firstly, the APK file is ana-
lyzed in reverse to obtain seven kinds of information in the APK file, such as permissions, sensitive API in the file, which are
taken as feature attributes. Then,the feature attributes are taken as the input of the deep contractive denoising autoencoder net-
work , train each contractive denoising autoencoder network is trined layer by layer from bottom to top by using greedy algorithm,
and the The deep contractive denoising autoencoder network completed by training is used to extract the information of the origi-
nal features to obtain the optimal low-dimensional representation. Finally, the back propagation algorithm is used to train and
classify the acquired low-dimensional representations to realize the detection of Android malware. Adding noise to the input data
of the deep autoencoder network makes the reconstructed data more robust,and adding jacobian matrix as penalty term enhances
the anti-disturbance ability of the deep autoencoder network. The experimental results verify the feasibility and high efficiency of
this method. Compared with the traditional detection method,the detection method can improve the accuracy of malware detection
and reduce the false alarm rate effectively.
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Fig. 2 Structure of denoising autoencoder network
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677-320-160-80-30 5 97.8
677-320-160-80-40 5 97.0
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Table 3 Parameter setting of DCDAN
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&SRS A 0. 04 Pre-training epoch 100
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Fig. 9 Accuracy of different features
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Table 4 Accuracy comparison of different classification algorithms

CBLA 2 20

o B R AR Ace
MR Fy BR Fy

DBN 95.9 96. 7 97.6 96. 8 96.8
CNN 97.6 97.1 96.8 97.2 97.2
J48 86.7 90. 1 94.4 91.0 90. 6
KNN 99.6 91.1 81.3 89.5 90. 4
Logistic 81.9 88.6 97.2 90.4 89.6
Naive Bayes 64.5 76.7 96. 4 83.4 80.6
Random Forest 98.4 96. 1 93.7 95.9 96.0
SVM 98.4 95.3 92.1 95.1 95.2
DCDAN 97.2 97.8 98.4 97.8 97.8
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