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Abstract In traditional medical information system,medical health data security storage and sharing have been becoming a chal-
lenging task. There are many restrictions in process of health data accessing and sharing for different people of identity, which
spends a lot of resources and time on identity verification and data authentication. Aiming at these problems such as storage of the
high concentration,unreliable data sharing security and the difficulty of reaching agreement, this paper proposed an alliance block-
chain-based medical health data security model. According to the distribution of medical resources in reality, the medical institu-
tions are ranked in the security model,and then combine DPOS with PBFT to ensure that the medical institutions can reach an a-
greement rapidly without a central node and share medical data in alliance. The security model has the advantages of decentraliza-
tion, high security and tamper resistance,so it can store data records and other important information on the blockchain, but the
original medical data is stored in Distributed database. The use’s medical health data is stored securely,meanwhile the sharing ef-
ficiency among the medical institutions is improved. Security analysis shows that the proposed model can protect medical health
data within the scope of fault tolerance, prevent the data from tampering and the collusion problem. The proposed model has a

99% probability to ensure that the medical institutions can reach a consensus and share medical data in alliance by the consistency

analysis.
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Fig. 1 Basic schematic diagram of Blockchain
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Fig. 2 Security model about medical health data

HR A F AT BRI A7l & R A 15 O, AR SCRE AU T L) 43O 3 Fi
Kl IR 55 AE Ak IR 55 & IR 45 . EAG IR 55 .

D A8 AR 55 - A7t T A I8 97 feke B 0030 I B8 T LAk A/ 4 1
P TS

2) B R S5 IR g — 0T s XK S ) P B3 R T ML
P LA 1) CIBC L THE P9 09 T PR SR AL A s 0 0, B P T LR AT
X BT WA FALSE AR .

3) A S A IR B U ) 2 TR 37 SR 4 B0 Jn % O
At L R T LG S A i R S5 B BE — 21T ASUIK BH AE HE AE f
TR P TR BN i At R B 12 B T LS o A i AR 55 3R
58 C DT s B .

2 K B 7 ALAG IR S 43 0 PR G, B BR e — T B
HECHL LD RS B — 9% 1 5588 B e (HL2) , IF B & fff AR & 3t
AL . T ORI EE 2 AT {5 0 R B S 1 L iR T A
AR B A s B EH A EER RS R— 4 TX,
THE TX B0 A (B T HAFBE Merkle BB 5735 550, i1
TR AR N R 0A A SR AR TS S b SRR R A AT DL R IE B
o 00 LM AT AR R T N R RO S Y TR ROR

WE 3 Fin, - FHEAHENS TX AL, 2 G220 T
THE A 2145 8] Merkle W ARAR L4 10s BEFT— 1K,

Es Eas b
ke Pk Hk:
—> BERE A E B bR A | SRR A
RIS BT % 7 AR A BT SR B A 1

| Hash <—Hash(TX1.Hash+TX2.Hash) | I Hash <Hash(TX3.Hash+TX4.Hash) |

N\

TX1: TX2: TX3: TX4:
T E e A WE A A HEG A A WEL A E
GERHE LA | | RS | | REELEE | | HRKELEH
N Lt IE] N B R i gl AN B IR

B3 BT e R Y IX B g £ 4

Fig. 3 Blockchain structure of medical health data
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