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RSU-based Assisting Ring Formation Scheme in VANET
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Abstract A vehicular ad-hoc network (VANET) makes the transportation system more intelligent and efficient. But due to the
open wireless channel and the high-speed movement of vehicles, VANET has privacy leakage issues such as identity, transmission
data and location. For the issue of identity privacy leakage of VANET, the existing researches use ring signature increasingly.
However,how the vehicle forms a ring with the surrounding vehicles has always been a difficult issue to solve during the moving
of vehicles. Therefore as for the area where the infrastructure is deployed well,a RSU-based assisting ring formation scheme is
proposed. The public keys of the vehicles in the coverage area are collected by the RSU, thus determining the public key set and
broadcasteds it to the vehicles in the area. And the use of bilinear pair mapping achieves the identity-based encryption process of
the message transmission between RSU and vehicles. According to security analysis and experiments,the scheme can have better

efficiency and security in areas with better infrastructure.
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Fig. 2 Process diagram of RSU-based assisting ring scheme
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Table 3 Computational cost of proposed protocol
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