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Network Security Configuration Generation Framework Based on Genetic Algorithm Optimization
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Abstract It is an important task in network security management to configure network security equipment reasonably and en-
force access controls upon the information systems. With the increase of network size.there will be complex inter-dependent rela-
tionships among user privileges. Traditionally, access control lists are always generated manually according to the business re-
quirements under the principle of least privilege, where the inter-dependent relationships are neglected. The network users may be
granted with more privileges than they deserve, which may introduce vulnerabilities to network security. In this paper,a security
configuration generation framework based on genetic algorithm optimization was proposed. Firstly, the framework extracts the
user privilege information and network semantic information based on the network planning information and configurations infor-
mation. And a network security risk assessment model is used to assess the network risk under different security configuration.
Then,all possible access control configurations are encoded as genes. And initial population are generated based on the pre-deter-
mined genetic operators and super parameters. Finally,a better individual is generated according to the genetic algorithm. The
framework cannot only compare the network security risks under different security configurations,but also search for the optimal
solution of security configuration within the possible configuration space, thus realizing the automatic generation of network secu-
rity device access control strategy. The framework is validated by constructing a simulated network environment with 20 devices
and 30 services. In this simulation environment,the framework can find a better security configuration with no more than 10 gen-
erations of iteration under the condition of 150 population samples. Experimental data show that the framework can automatically
generate reasonable network security configuration according to network security requirements.
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Fig. 1 Network security configuration generation framework
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Fig. 2 Calculation of user actual privilege matrix PA
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Fig. 3 Security configuration generation based on genetic algorithm
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Charles J& %38 H] /. A 7 545 B TAE . David 32 B2 17 3¢ W 2% %
HHE, Eric EEMN WL SWAAMSFS BB A0NEHE, K
HR 33 A TR U, A L B T 2N R T R R 1 ) B R LA R AR B SR B
Al L

TEMCHEAN [ AR AR SCO7 vk 1A 8l AR A 8 9 2 4 O
T ST B Y T A AT E R B Kk Firewall, Az B D[]
P 51 3 32 558 2B 7R A IR (firewall_e0, firewall_el) I, BI 2
VA 3 2% i U D) R A D 245 Bl 55
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4.2 LBWIBRMER

ST 0 R4 Y £ AR AT R I AR5 B 247 ST
R ASC R AR At R 0] Sk B SR L 19 b #4538 19 14 2% A ol 90 01 5
SRIG ARl 55 52 R 75 5K L 282 57 A N 19 P 0 G AR 46 FE P
FUH P B AS AR HE B PD s 2 35, 0T 9 2% o (14 42 42 5 W 3347
Tt 38 3o 23 A7 22 30 S AR T B, 7 By S 22 O RT R Y U5k Ry
22 A AT BE 1Y AR 55 S 26 A (Jal — ik 55 AT LAFE 38 76 A [6] (14
vig B NAE 8% B (firewall_e0 . firewall_el) Al BEFEAE 22 X
26="572 T E 1A U7 7 42 o SR W o IR 0t S A RO — A B
572 B IR Rk R OR 0 R L A3 B FORTE ik
BEFUAS T AR L 19 4 SR WS 5 e S B0 O W) S8 AT 5
1, SRR 02 R,

B AR T S8 o, WHIEERNZW, £ N=
150,G=30,0,=0.7,0.=0.7,2=0. 1 B 5T i+ R F
on XTEARA R FHERE B SR, B 24 S8 E H S0 5 KL 4
SR 2 pryl, Hob, me A HOE B R ORAE 5 ST
B 1 S5 P AR 48 3 o DA 1 AR B3R 7 7 52 50 v 4R 3058 B
JE0.8523 WA Ce AN O iRk — "Rzl S 80h
A — R Z WAL A

F2 BHp, MELIERIZ M

Table 2 Algorithm performance on varying o,

Oom BARANEERE KB H AR R
0.01 0.8523 5.8
0.02 0.8523 6.6
0.03 0.8523 7.0
0.04 0.8523 6.4
0.05 0.8523 6.8
0.06 0.8523 8.0
0.07 0.8523 8.2
0.08 0.8523 6.4
0.09 0.8523 7.6
0.1 0.8523 9.8
0.2 0.85158 -
0.3 0.84152 -
0.4 0.83306 -
0.5 0.82818 -

RIG W T AR S8 oo X EMERE R R, H S
BiEE A N=150,G=30,0,=0. 7,0, =0.01,2=0. 1,555 N
# 3 FiA,

£ 3 B o XTI RE R

Table 3 Algorithm performance on varying p.
o BOEANRENE O RE AR R
0.1 0.8523 14.7
0.2 0.8523 12.8
0.3 0.8523 10.0
0.4 0.8523 8.4
0.5 0.8523 5.4
0.6 0.8523 6.6
0.7 0.8523 4.4
0.8 0.8523 4.8
0.9 0.8523 5.2
1 0.8523 5.2

B B TR 280 oo X5 55 1 MR BE 19 5% el H il 2 8L
H N=150,G=30,0.=0. 7,0, =0.01,2=0. 1,45 R N 4
FiE

R4 BB p M EIERER R

Table 4  Algorithm performance on varying p.

oe BALNRERE RE R R R

0.1 0.8523 7.0
0.2 0.8523 6.2
0.3 0.8523 5.2
0.4 0.8523 3.4
0.5 0.8523 5.4
0.6 0.8523 4.2
0.7 0.8523 3.6
0.8 0.8523 4.6
0.9 0.8523 8.4

1 0.8511 —

5 W T R 280 = SRR RE A5 i, oA 2 40
K N=150,G=30,0.=0.7,0,=0. 4,0, =0.01, 5 WMFE 5
Ji 5.

£S5 SR = XML TERER

Table 5 Algorithm performance on varying =
z BOph AR E RE 3R] R A R Ay RO

0.01 0.8523 3.0
0.02 0.8523 5.0
0.03 0.8523 4.0
0.04 0.8523 5.2
0.05 0.8523 7.0
0.06 0.8523 7.2
0.07 0.8523 8.6
0.08 0.8523 15. 4
0.09 0.8523 -
0.1 0.8523 -
0.2 0.8511 —
0.3 0.8511 -
0.4 0.8458

0.5 0.8418 —
0.6 0.8392 —
0.7 0.8252 -
0.8 0.8239 -
0.9 0.8213 —

4.3 ERHH

SRR 2 R AT LA L AR S8 BB X 2 R A B
BRHEM . L3R 2— R 5 BEHR AT A1, Y 0, <0, 05,p. =
0.6,0. 4<<p, < 0. 8,2<20. 07 W, 59 ¥ B % WA 45 47 1) 1 1k

ZH o, PEIEH S S A L), KSR 2 T LU Y p, >
0. 1 B, 33 i PR RE SR T W ik B[] i % 22 A~ 2% B oz R AT 52
SURF TR B ARAEA BB IEVERE : S48 o EPAK
fRBEA ZE U BE SR N3 3 WT LU, X 3 7 i A AR RE AR
BN AE S A K A R T R 4R B FTRE B R AR A s S 8
e PSE PIAACARIE R 22 SCRY A€, SR 4 AT LU L, #0336
0 2 PR 38 S L 9 )T 4R T B R P AR L TR 38 L 4
Graon R LACIE D40 = g2 S W I R AV A AVE U B (P P A [
BBAREA s S8 = P A 1 B4 22 4 5 W v e 7 3 o ) 40
TR B L 2 =20, 3 W, 573 9 P RE PR G PR A1, 3 5 S B ) 4%
A G B AR AT, TR O 7E S BRC 15 48 42 SR W I AR AT
VIR ] R SRV A0 B o 14 i 1 TR R S f) e 55

BRIE S EMKL 2B EME L G EE
155 R B S T TE 4 A B R L SR SR, eG4 T N L
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T 4 22 A g 19 7 2 M LUTE I 265 LRSS A W 47 SR i 5 2 DT
BN E WA E A 5 LI E A IR ARG vhoe . R 3
P T MG 2 BE A DA B S IHE SR RE 5 T i 4
W 2 22 S C 1 S B ) % 22 S B I R A B L R TR A
P T X 9 52 B AR FR AT 4 1T L O R A e A ek A Bl 4k
P 2 22 A B A L . S S0 A5 AR IE W L HE A2 AR 0% AR 4l 0 2%
LA WG B R G BN R £ 2 A A T L AT R AR ) 2%

TEAE N2 2 KUK
5 % X
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