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Abstract Due to derivations in current role definition from the changes of the bossiness process and information infrastructure,
organizations are vulnerable to internal threat. A role dynamic adjustment algorithm is proposed based on the defensive idea of
changing the set of roles within the organization regularly and reasonably. The algorithm defines an objective function with adjus-
ting parameters to balance the two elements, which are the user privilege actual use data and the system administrator expert
knowledge. Based on heuristic search strategy and sub-set pairing technique,a group of candidate roles are obtained. From these
roles,a set of adjusting roles which can achieve a predefined score are obtained, by using a certain heuristic function. Finally, in
order to reduce role redundancy, the users of the organization are reassign the roles from the adjusting roles, so getting a new
Role-Based Access Control(RBAC) configuration. By using the audit logs from a hospital management system.the performance of
the RDA is analyzed. The experimental results show that the proposed algorithm can efficiently adjust the RBAC configuration
for the special organization,so it can provide concrete base for resisting the insider threats.
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Hoys a2 R AR E T ax 28, s ] 175 18] 4% 6 (Mandatory
Access Control, MAC) . H & Vi [A] 4% il ( Discretionary Access
Control, DAC) F1 & T A7 0,17 [n] #2 #il (Role-based Access Con-
trol, RBAC) %, &5 — 28 J& 38 W) 1k % W% (Retrospective Strate-
gy) » B Fevp e AT F P s In) , 2 J5 B 37 1) 47 0y AT A% A T
XTI (2 BUA il R J5 58 2R L MR L R 8, %)
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fEUEAT S A3 HT . 45 R R I RDA B3k i %t B AR R 4 f {0
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(U, P,R,URA, RPA),UPA F1 UPIM, # %] # RBAC [ic &
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1.t<=0,DP<Q,CR,y< @, UR< O, UPA = URAQRPA, UPA,,,,, =
UPA
2. for each p, €P do
3. UR<-URU {{p}} # MIEIIRES P 1550007 M L85
4. end for
5. CR<UR
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6.  while (|CR,y—CR|>0)&.&.(t+1<TotalTimes) do
7. DP<=Q) = ZEARHAT fiy € 0 4
8. for each p; € CR do
9. for each 1; € CR do
10. DP<DPU {1 Uyt & FAELXEAE
11. end for
12. end for

13. CRyq<CR,CR<0Q
14. DP'=Sort(DP, € UPIM.c,a) # M5 A 50 FOxt Atk
15. for each v, € DP do

16. if every element in UPA,,,, is 0 then

17. break

18. end if

19. if ¥; cannot cover any 1’s in UPA,,, then

20. continue

21. end if

22. CR<CRUY:

23. change all 17s in UPA,,,, covered by 7; to 0’s
24. end for

25.  end while
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27. RPA" <0 = /R FE RPA™ 1R 42 0
28. for each p;" €ER" do

29. for each p;€P do
30. if p;€ ' then
31. RPA; =1
32. end if

33. end for

34. end for
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FHp VEERA pe sy b o
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i RENOEE (R 3=

FJE BNE B E 4 CR, I 16 & BN & #8015 S 14
UPA o, TX I B TT R K2 TRE N 1 AIXTRITER & 0,
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%t . DP
1. WIbs Ak i @ o (E B scorel ], 804 K/ DP MHIF .

2. for each v; € DP do
3. score[i]=rs(y;) # i 2 (7 TR 44 A 089 (B
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4. end for MR HFX R R FEA A S5 P E R,

5. 44 scorel ] A M = AL, X DP EHEY .
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P PR AR Y2 2R g B 6L P R T 4 IO T A AR
J5i »RDA 4538 [0 3 RBAC Bt & ¢* =<(U.P,R* ,URA" ,
RPA™ ), Hh . R Z2WEMOESLGURA ZH W -A6
Sy BCHE B L 7% BT 09 P AR G 3R s RPA™ 238 1 3 (8- B FR 43
T 46 B4 , 8 T A AR G R
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. end while
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10. end for

1. %41 8 h=RIREHRIIES R POME. W R={py, ',
“z’y...,#h’)

12, AT JRAE S URAL ' € ROLES,, Il URA; =1; % 0l URA; =0,
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4 LWWIFSMRESH
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B ER B EFIC S (EMR) &40 U5 1R B & SCHE
MBI . LGB TRV H RS SRR
FEB.

#1 Ep EMR RS0 IG 7B

Table 1 Fields” speciation for the EMR system
F R4 & X F R4 AR A X
User 1D A P ARR Access Reason BRI
Encounter 1D 397 #738 || Number of Order JilaE R
Patient 1D AR Patient Location A AR AL E
User Position F P B % Patient Service mAERAE
Date and Time Stamp B 1] B

e 1T, PR N B R IE T IR &5 N L AL HE
BA L AR SEAN R B P & E R R L
)5 k#5158 EMR RGP ARR7 M P AR iR B
H RS 7GR A P R S5 7 BRI A AR R Y 37 TR AL
B 2 A BE B B2 AT 1R 7 I L R 98 0w A 43 T
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# 2 EMR R& Vil H &L 6

Table 2 Instances of access logs for EMR system

F B A4 524 1 S 2 S 3
User ID u) u, sy
Patient 1D Py Py Ps
Time 10/8/18 12/6/18 12/14/18
Patient Service 7= 7R L#
User Position FHEL ¥+ #+
Access Reason BT A IR A IR A
Access Location 2 5 2 5 2 5

# 3 EMR RGVil HE WS EE
Table 3 Statistics of EMR access logs
ERE RS & F R AR WE
AP ARIR 6028 il 155
VAR 142 1L E 5
kA E 30 W E K E 846980
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Table 4 RBAC configuration and UPIM construction
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Table 5 Run time for RDA
a it 8] /min a i 8] /min
1 19.4 0.8 10.7
0.95 12.5 0.7 8.5
0.94 12.1 0 4.5
0.9 11.8
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s 035
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O 020 “08 o9
3 o1 e -
& 010
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0
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0 01 02 03 04
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B 1 o BURFEMER RDA 59k 45 500 4 B8 b
Fig. 1 Indexs of rationality of results of RDA algorithm with

different a values
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BN Y w=0 BT A A OENIERMRK, 2 w=1 1 XKH
WA, XGRS BRI T RENREEBT. Bk
WIS 42 0 s /N SR A A A28 77 1 5 RM-MP vk 8 g
AR R PR A e R B S SR L B R T A
AU AE g B AR 0] DU i kY M e 4 0
RM-MP &%,

$RIE  RBAC 2 HHTH) 12 09— Ff 35030 1 377 10 42
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