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Abstract Social sensor cloud is a new type of sensor cloud system generated by social networks, wireless sensor networks and
cloud computing, combines the virtual social networks world with the physical world,and provides new services and applications
for social users continuously. It collects external information with the powerful social sensing ability of wireless sensor networks.,
and solves the limitations of traditional sensor networks in data processing and storage by using cloud computing technology.
However,social sensors deployment in untrusted social cloud environment, which causes many serious security issues for social
sensor cloud services,such as,malicious attacks when social sensors are sharing data,reputation issues between different service
providers and users,social sensor data privacy leaks, service integrity issues. These security issues deeply hinder the further de-
velopment of social sensor cloud services. For the related research progress of social sensor cloud, this paper introduces the back-
ground, the system framework,application fields and new system characteristics of social sensor cloud,and analyzes and compares
typical security technology schemes. In addition.the key scientific issues to be solved in this field are discussed,and the future re-

search work is prospected.
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Fig. 1 Social sensor cloud system architecture
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Fig. 2 Evolution of social sensor cloud
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Fig. 3 Social sensor cloud security research classification
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