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Public Integrity Auditing for Shared Data in Cloud Supporting User Identity Tracking

ZHANG Xi and WANG Jian

College of Computer Science and Technology,Nanjing University of Aeronautics and Astronautics, Nanjing 211106, China
Abstract Public integrity auditing for shared data in the cloud is used to verify the integrity of data shared by a group of users.
Compared with the integrity auditing forsingle-user data,the integrity auditing for shared data of a group needs to consider more
issues,such as efficient user revocation,identity privacy protection and so on. If there is a dispute or other situation in the data,
the source of the data needs to be tracked,and existing integrity auditing schemes for shared cloud data have not yet handled this
problem well. In order to track the source of data and ensure efficient user revocation and the protection of user’s identity priva-
cy.an integrity auditing scheme based on group signature algorithm for shared cloud data is proposed. When it is necessary to
track the identity of the signer of a data block,the group manager can track it by using his/her private key and others cannot
know the identity of this signer. The private key update mechanism in this scheme can well support user revocation,and greatly
reduce the computation and communication overhead during the user revocation process. Safety analysis and experimental results

show that the scheme is safe and efficient.
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Table 3 Auditing performance

Number of Selected Computation Communication

Blocks/c Cost/s Cost/kB
300 6.28 34.46
160 7.35 40.32
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Fig. 7 Computation overhead of user revocation on group user side
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