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Image Forgery Detection Based on DCT Coefficients Hashing

SHANG Jin-yue, BI Xiu-li, XIAO Bin and LI Wei-sheng

Chongqing Key Laboratory of Computational Intelligence,Chongqing University of Posts and Telecommunications,Chongqing 400065, China

Abstract With the continuous improvement of digital image processing technology,tampered images are flooded with the Inter-
net and various media,seriously affecting people’s daily life. Therefore, digital image forensics technology. which can judge the
authenticity and integrity of images,is particularly important. An image forgery detection algorithm based on DCT coefficients
hashing was proposed.for dealing with the splicing forgery detection of digital images. In the process of JPEG compression. first,
the DCT coefficient matrix of the Y channel after DCT is extracted,then the image hashing is constructed by DCT coefficients,
and finally the image hashing is embedded in the header of file of the compressed code stream. At the time of tampering detection,
a tampering image hashing is constructed by compressed code stream corresponding to the tampering image,and then compared
with the embedded original image hashing for initial detection. In order to achieve the pixel-level detection,a method of secondary
detection was proposed based on the preliminary detection results. The experimental results show that the proposed algorithm not
only has good robustness,but also has a shorter hash length and a 10% higher detection accuracy.
Keywords Image hashing,]PEG compression,2D-DCT,Image forgery detection
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Fig. 2 Construction framework of image hash based on DCT coefficients
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