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Novel Clustering Algorithm Based on Timing-featured Alarms
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Abstract In the cloud environment,large-scale cluster equipments will generate massive timing-featured alarms. In the practical
application,operational personnel generally uses these alarms to locate, check and repair the faults and errors,and maintains the
normal operation of the systems. So how to efficiently cluster the alarms and mine the key information will be core issues to keep
continuous and stable operation of the cloud. Therefore, this paper proposes a novel clustering algorithm based on timing featured
alarms. The algorithm constructs a new relation matrix by utilizing time difference between any two alarms in the given time win-
dow , then takes advantage of K-means algorithm to cluster the column vectors in the relation matrix,to get the cluster result of a-
larms. Experiment result shows that the algorithm can cluster massive alarms efficiently.
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Table 1 Results of clustering of alarm data in sites of HMK
T FEXA

1 198092230, 198096404, 198092030, 198092348, 198092241,
198092549-56

2 198092060,198093950,198093951

3 199083022

4 198092245, 198093887, 198092290, 198093888, 198092010,
198096403

5 198092009,198092240,198092072,198096406

6 198096405

7 198092549-15

8 198092549-19

9 198092549-52

10 198099803

11 198092014

SEAUMANSEMESNE LA KL P, TRIEY
5] 5 T 7 A 45 2 198096404 Fl 198092549-56 , 141 45 B 44 1% 4%
ANEEIE® T 4F, 2 5% 198092348, 3 f & T Bk 14 i =
B LS 19809203055 2 L N A LR E S HE
198093950 A1 198093951 # X 437 — 2, F& 7 by 5
198092549-15 FlfgE 9 Hr (1 5 % 198092549-52 #f J& i T 78 45
T BN A TR 4 A BN 55 R N AR A AR R R R A
XSG T2 WAL R B e 1 2R F %, L
B2 R W % B R K — LA [ J R A 0 4 A R A A
— X TS N AT R O R HE AR B — e 1 AR
JH ABAZ S B A AR R 1Y )

HERE ST R SRR PR T — T LAY
HERBZIMED:, KRN EA AN RO N, RS
e (R I) H] 22 B 00 FR L A L 2 TRDR B OC R IR RE L IR G
FHE B b (Y 3 o e R AT SR 2R A0 A KA [ AL A Y R
SHE—E,

AR YR By B — i S R AT 0 BT TE RO
R 5T T K 38 2o 25 G 22 il 2 AT 4 A8 B0 1 B R E — D
AR R A SO B . FE RIS T vk bR SR T R 0 O 2 T A
PER GBI X T A7 B AR % 5% 3R R R R R G 1t
BRI R Rl R — R R AR A, 5 TR A
T AT DL A R 10 R e N DL A kA b 2 A
B xR Y AR ST

2 % X W

[1] KICIMAN E, FOX A. Detecting and localizing anomalous be-
havior to discover failures in component-based internet services

[R]. Technical Report,Stanford,2004.
(F 45 473 7



IR A BT LSTM-GA (1 RS540 A% ik 2 3900 462 7Y

473

(8]

9]

L10]

[11]

[12]

[13]

[14]

ry[J]. Neural Computation,1997,9(8) ;1735-1780.

GERS F A,SCHMIDHUBER,JURGEN, et al. Learning to For-
get:Continual Prediction with LSTM[J]. Neural Computation,
2000,12(10) :2451-2471.

GRAVES A. Supervised Sequence Labelling with Recurrent
Neural Networks[ M. Springer.2012.

QIN H M,SUN X. Classifying Bug Reports into Bugs and Non-
bugs Using LSTM[ C]// The Tenth Asia-Pacifc Symposium on
Internet-ware. 2018.

HUANG Y M,JIANG Y,HASAN T,et al. A Topic BiLSTM
Model for Sentiment Classification[ C]// Innovation in Artificial
Intelligence (ICTAD. 2018.

NELSON DM Q . PEREIRA A C M ., OLIVEIRA R A D.
Stock market’s price movement prediction with LSTM neural
networks[ C] // International Joint Conference on Neural Net-
works (IJCNN). 2017.

LIN M,CHEN C X. Short-term prediction of stock market
price based on GA optimization LSTM neurons[ C] // Interna-
tional Conference on Deep Learning Technologies (ICDLT).
2018.

SHIU J N,ZOU J Z,ZHANG ], et al. Research of stock price
prediction based on dmd-lIstm model [ J/OL]. Application Re-
search of Computers. https://doi. org/10. 19734/j. issn. 1001-
3695. 2018. 08. 0657.

[15]

[16]

[17]

[18]
[19]

CHEN J,LIU D X,WU D S. Stock index forecasting method
based on feature selection and LSTM model[ J]. Computer Engi-
neering and Applications,2019,55(6):108-112.

HO T K.Random decision forests [C]//International Confe-
rence on Document Analysis and Recognition. 1995:278-282.
CHOLLET F.Keras [EB/OLJ. https://github. com/fchollet/
keras,2016.

Keras Documentation[ EB/OL]. https://keras. io.

GRANGER C W ]J. Strategies for Modelling Nonlinear Time -
Series Relationships[ ]J]. Economic Record, 2010, 69 (3); 233-
238.

BAO Zhen-shan, born in 1965,is a mem-
ber of China Computer Federation. His
main research interests include machine

learning and Financial technology.

ZHANG Wen-bo, born in 1980, Ph.D,
lecturer,is a member of China Compu-
ter Federation. Her main research inte-
rests include heterogeneous computing

and trust computing.

(LB 443 )

[2]

[3]

[4]

[5]

L6]

7]

(8]

9]

[10]

[11]

THERI. BT R0 45 40 I 29 o0 e B 42 9 O vk B OE  E H
[DJ. Jbat - b 5Tl a2, 2009.

HAN J W.KAMBER M. #4542 i B2 5 50K U455 2 O
GHEBURRE A AD M. d6 5T AU Tl 1 Ji At , 2008.
AGRAWAI R. Mining association rules between sets of items in
large databases[ C] // Proceedings of the 1993 ACM SIGMOD
Conference. Washington,D C,1993.:207-216.

HAN J,PEI J, YIN Y. Mining frequent patterns without candi-
date generation[ CJ] / ACM SIGMOD International Conference
on Management of Data. ACM,2000:1-12.

HATONEN K. Knowledge discovery from telecommunication
network alarm databases[ C] // ICDE 96. New Orieans, 1996
115-122.

NING P,CUI Y,REEVES D S, et al. Techniques and tools for
analyzing intrusion alerts[J]. ACM Transactions on Information
and System Security(TISSEC),2004,7(2) :274-318.

XA R INEE AR A — O Y A SR R 2R Bk [T ). 3
SEMLISE FABFST 2013, 30(12) : 3786-3789,3793.

FR26E) A6, 08 T M, S5 L T R I R S Tl 5 R Bk
B2 3 07 A )], TR 53R ,2019,51(3) :144-150.
B X, R AL, AR RUR AR R B o 3 R A AT
FELT]. 2% 5 15 B % 2441, 2017, 3(4) : 58-68.

gt EARE, B AUE . 55, — R BT B R AT SR R BT A IR

[12]

[13]

PUZ I L L], TSI 5 & | . 2014,51(11) : 2493-2504.
KHOSRAVI-FARMAD M,RAMAKI A A,BAFGHI A G.
Risk-based Intrusion Response Management in IDS using Bayes-
ian Decision Networks[ C] // 2015 5th International Conference
on Computer and Kknowledge Engineering(ICCKE). 2015:307-
312.

RAMAKI A A,RASOOLZADEGAN A ,BAFGHI A G. A Sys-
tematic Mapping Study on Intrusion Alert Analysis in Intrusion

Detection Systems[J]. ACM Computing Surveys,2018,51(3):

55.

DENG Tian-tian, Ph.D, senior engineer.
Her research interests include big data

analysis and open source ecology.

XIONG Yin-qiao, Ph.D. His research in-
terests include privacy preserving, in-
formation security, and the Internet of

Things.






