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Abstract In recent years,with the rapid development of mobile Internet, more and more businesses have moved from the browser
to the mobile. But the black industry chain that is parasitic on the mobile Internet has reached the point of flooding. To solve this
problem, the device fingerprint, that is,the use of the device’s characteristic attributes to generate a unique identifier for each de-
vice came into being. Many algorithms based on machine learning methods for device uniqueness authentication have emerged,
most of which focus on the establishment of models. Few of them have in-depth research on feature selection. However, feature
selection is directly related to the performance of the final model. Aiming at this problem, this paper proposes a new device finger-
print feature selection and model construction method (FSDS-WSC) , which is based on the feature discrimination of different de-
vices and the feature stability of the same device to select some of the most valuable features. The importance of the selected fea-
tures’ weights is applied to the later model establishment. The FSFS-WSC is compared with other mainstream feature selection
methods on 6424 Android devices in the real sence. The results show that FSFS-WSC has a great improvement compared with
other methods,and the accuracy of device uniqueness authentication reaches 99. 53 % , which shows the superiority of FSFS-WSC.

Keywords Device fingerprint, Feature selection, Similarity, Weight. Discrimination, Stability
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Fig.1 FSDS-WSC overall framework
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Table 1  Multiple measures under different functions
Function Type Function MIC Peterson MI
Linear y=x 1.0 1.0 1.0
Quadratic y=4(z—1/2)" 1.0 —0.01 3.33
Sinusoidal y=sin(7Trx(1+x)) 1.0 —0.11 0.02
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Table 2 Changes of “input method” in device A
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Table 3 Name and data type of each device field

Similarity= 5

1D Feature Type

1 IMEI String

2 MAC String

3 brand String

4 carrier Enumeration
5 cpuCount Integer

6 cpuHardware String

7 breakflag Boolean

8 cpuSerial String

9 cpuSpeed String

10 IMSI String

11 meid String

12 model String

13 resolution String

14 sim String

15 wimac String

16 cpuABI String

17 leftDisk Float

18 leftMemory Float

19 totalDisk Float

20 totalMemory Float

21 totalStorage Float

22 country Enumeration
23 defaultBrowser String
24 inputMethod String
25 inputMethodVersion String
26 ip String
27 language Enumeration
28 network Type Enumeration
29 phoneNum String
30 IsSimulator Boolean
31 timeZone String
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Table 4 Confuse matrix
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Table 5 MIC and stability of different features
1D Feature MIC Stability
1 sim 1.0 0.987
2 imsi 1.0 0. 987
3 imei 1.0 0.992
4 resolution 0.997 1. 000
5 model 0.994 1. 000
6 totalStorge 0.993 0.996
7 totalDisk 0.993 0.996
8 totalMemory 0.991 0.979
9 brand 0.989 1. 000
10 mac 0.988 0.981
11 inputMethod 0.961 0.998
12 inputMethodVersion 0.946 0.967
13 leftDisk 0. 944 0.01
14 cpuHardware 0.937 0.951
15 cpuSpeed 0.905 0. 842
17 meid 0.801 0.996
18 phoneNum 0.634 0.993
19 carrier 0. 605 0.992
20 wimac 0.564 0.724
21 leftMemory 0.543 0.003
22 cpuSerial 0.475 1. 000
23 cpuABI 0.475 1.000
24 ip 0.426 0.516
25 cpuCount 0.388 1.000
26 network Type 0.261 0.780
27 country 0.151 0.996
28 timeZone 0.0 1. 000
29 IsSimulator 0.0 1.000
30 language 0.0 1. 000
31 break{lag 0.0 1.000
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Fig. 3 MIC of different features
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Table 6 Importance of each feature

1D Feature Weight
1 imei 0.998
2 resolution 0.998
3 imsi 0.997
4 Sim 0.997
5 model 0.995
6 totalDisk 0.994
7 totalStorage 0.994
8 brand 0.991
9 totalMemory 0.989
10 mac 0.987
11 inputMethod 0.968
12 inputMethodVersion 0. 950
13 cpuHardware 0.940
14 defaultBroswer 0.903
15 cpuSpeed 0.892
16 meid 0. 840
17 leftDisk 0.757

P63 T B IR FRAH G R B B R AR B £ 07 b 19 80 T 4
24 HET B LA FRAIE LB R ¥ B2 R ARAH OC 2R 0 A 4 iR .

024

022

020

018

016

014

Pearson correlation coefficient

feature id

B4 7 A B IR ARAR G R B R B R AE
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coefficients
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Table 7 Information gain of different features

1D Feature 1G

1 imei 0.995
2 Sim 0.989
3 mac 0.989
4 imsi 0.989
5 model 0.976
6 totalStorage 0.965
7 totalDisk 0.965
8 totalMemory 0.960
9 inputMethodVersion 0.852
10 cpuSpeed 0.822
11 Ip 0.756
12 inputMethod 0.717
13 Leftdisk 0.693
14 leftMemory 0.690
15 Brand 0.689
16 Wimac 0.657
17 resolution 0.612
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Table 8 Performance indicators of different methodsIDFeature

AT %)
D Feature Weight ACC  FAR  FRR
Selection
1 % % 97.62 10.28 1.45
2 MIC % 99.29  0.72  0.71
3 1G x 99.11  0.60  0.92
4 MIC # 99.48  0.78  0.49
5  FSDS-WSC * 99.53  0.78  0.43
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