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Abstract Nowadays, the application scenarios in the resource-constrained terminal system appear more and more,and the data
encryption requirement of them also needs to be satisfied. There are many lightweight block ciphers designed such as PRESENT
which is an international standard block cipher. PFP cipher is an ultra-lightweight block cipher which takes Feistel structure,and
its round function is designed by using the experience of PRESENT cipher for reference. The block size of PFP is 64-bit, the key
size of PFP is 80-bit and its round number is 34. For PFP, this paper studies its ability against impossible differential cryptanaly-
sis. In the design document, the designers proposed a 5-round impossible differential and attacked reduced 6-round PFP cipher
with this distinguisher. Moreover, the designers can recover 32-bit master key. Comparing with this result, by exploiting the dif-
ferential property of the S-box in PFP,this paper constructs a 7-round impossible differential distinguisher and attack reduced 9-
round PFP. Moreover,it can recover 36-bit master key. Therefore, the result is much better than the known one in terms of either
the round number or the recovered key. So far as I know, the result in this paper is the best impossible differential cryptanalysis

of PFP cipher.
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Fig. 2 Encryption process of round function F
#1 PFPRIEMSE
Table 1 S-box of PFP
E 1 2 3 4 5 6 7 8 9 A B C D E F
s ¢ 5 6 B9 0 AD 3 EF 8 4 7 1 2

P B BRI R 2k i it B 32 e R BRI R 2 1
AT ORR B, B3R 2 A RS LA & P R R
JRAE RN PG LUK,

F 2 PFPRIEM P Hi
Table 2 Permutation of PFP

i o 1 2 3 4 5 6 7 8 9

10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

PG 0 8 16 24 1 9 17 25 2 10 18 26 3 11

19 27

4 12 20 28 5 13 21 29 6 14 22 30 7 15 23 3l

TEWT T T B8 2 0 X 70 4% B4 A4 36 I ol T 48 2% 1R 2
ZOTHI R RA SCR RS 4 PFP B3 19 R Bk, A
PR 40T B SCHkL9 ]

3 PFPEZE7TRAFMRENSXFHR/IHIE

i 3 S AT R A A9 A T B 22 43 IX 43 48 2 AN 7T BB 22 43 43 BT Y
¥its o 1€ PFP JE35 i iH R AP A 55 SR 3E T PFP
SRS RORNTIREZRE X r 4% o TEZ X 4 AE L i i 3

AR R T 6 oR Bk UG Y PR I, O ¥ 38 4 A A g RO B
gy .

AT e PFP Bk S & Bk 4 — 4T
S &2 ARG A R R 456 P OB 0y s R,
P 1 PEP S0k 0 — 45 7 S N TTRE 25 0 K 4r 4% . X X 4 28
R BE L SCRRLO M 1 i 2 %%

MRAGEER 1400 PFP 8300 S & FI A B LR P8 R
Koz S &R E 5 mPR, Wk 3 o,



kB SF PFP S L U0 B A AT BE 22 40 S AT

265

#3 PFPRIESEMESIHE
Table 3 Differential distribution table of S-box in PFP
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Table 4 4-round differential propagation from encryption direction
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Fig. 6 Impossible differential attack on reduced 9-round PFP
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