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Reinforcement Learning Based Cache Scheduling Against Denial-of-Service Attacks in
Embedded Systems
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Abstract The sharing last level cache (LLC) scheduling of the central processor determines the instructions per cycle (IPC) of
the user processes and the robustness of denial-of-service (DoS) attacks in the multicore embedded operating systems. However,
existing scheduling schemes rely on the specific LLLC scheduling model and DoS attack model, which makes it difficult for the pro-
cessor to obtain the running information of the user processes in each scheduling cycle under different scheduling environments.
Therefore, this paper proposes a reinforcement learning (RL) based LLC scheduling scheme to against DoS attacks in embedded
systems, which optimizes the occupied position and the occupied space based on the measured occupied start and end positions, the
previous IPC,load miss rate and store miss rate. The processor can jointly increase the IPC and reduce the success rate of the DoS
attack from the malicious process without knowing the DoS attack model in the dynamic LLC scheduling environment. Simula-
tions are implemented on the multicore embedded operating systems where multitenant virtual machines participate together,
which show that the proposed scheme can significantly increase the IPC and reduce the success rate of the DoS attack.

Keywords LLC scheduling.DoS attack,Reinforcement learning, Embedded systems
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Fig. 1 Model of cache scheduling scheme against DoS attacks
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Fig. 2 Simulation setting diagram
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Fig. 3 Simulation results of LLC scheduling diagram
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