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Network Representation Learning Algorithm Based on Vulnerability Threat Schema
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Abstract Threat intelligence analysis can provide effective attack and defense information for network attack and defense, and
fine-grained mining,that is,the relationship between security entities and entities in network threat intelligence data,is a hotspot
of network threat intelligence analysis research. Traditional machine learning algorithms, when applied to large-scale network
threat intelligence data analysis,face sparse,high-dimensional and other issues,and thus it is difficult to effectively capture net-
work information. To this end,a network representation learning algorithm based on vulnerability threat schema——HSEN2vec
for the classification of network security vulnerabilities is proposed. The algorithm aims to capture the structure and semantic in-
formation of the heterogeneous security entity network to the maximum extent,and obtains the low-dimensional vector represen-
tation of the security entity. In the algorithm,the structural information of the heterogeneous security entity network is obtained
based on the vulnerability threat schema,and then modeled by the Skip-gram model,and the effective prediction is performed by
the negative sampling technique to obtain the final vector representation. The experimental results show that in the national secu-
rity vulnerability data,compared with other methods, the learning algorithm proposed in this paper improves the accuracy of vul-
nerability classification and other evaluation indicators.

Keywords Network representation learning, Heterogeneous security entity network, Threat schema, Vulnerability
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9. return TS;
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