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High-performance FPGA Implementation of Elliptic Curve ECC on Binary Domain
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Abstract In recent years, the communications field has achieved tremendous development. Applications such as online banking
and mobile communications have increased the security requirements in resource-constrained environments. Compared with tradi-
tional cryptographic algorithms,elliptic curve cryptosystem(ECC) provides better security standards and more space for optimi-
zing performance parameters. Therefore,an efficient elliptic curve cipher hardware design scheme is proposed. Based on the exis-
ting research,the proposed scheme uses the projected coordinate system LLD Montgomery ladder algorithm to study the core sca-
lar multiplication operation in ECC,and uses parallel scheduling to reduce delay in the group operation layer. For finite field ope-
rations. the bit-parallel multiplication algorithm and improved Euclidean inverse algorithm are adopted. Based on Xilinx Virtex-5
and Virtex-7 FPGA device, the architecture is implemented on the binary domains with lengths of 163,233 and 283 respectively.
The experimental results show that the proposed scheme requires less FPGA resource consumption and faster calculation speed.
Compared with other methods,the hardware resource consumption is reduced by 52. 9% and the scalar multiplication operation
speed is increased by 3. 7 times,so it is better suitable for the application of resource-constrained devices.
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3. if k;=1 then

1, P,~P,+P,.P,<2P,
5. else

6. P,<P,+P,,P,<2P,
7. endif

8. end for

9. return P,
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Fig. 2  Proposed ECC hardware structure
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Performance comparison of ECC on binary domain

Table 1

Freq/ Time /

Work m Platform LUTs Slices
MHz s
Suttert’] 163 Virtex-5 22936 6150 250 5.48
Bensel-amal2') 163 Virtex-6 20154 6977 103 13.0
Khan!25] 163 Virtex-7 4721 1476 397 10.51

Rebeiro 2%/ 233
Khanizs] 233

Virtex-4 23147 13620 154 12.5
Virtex-7 7895 2647 370 16.01

Imrant?7] 233 Virtex-7 18953 5120 357 15.78
Khan!?5] 283 Virtex-7 11593 3728 345 20. 96
Lit1s] 283 Virtex-4 28419 15169 179 13.0
Imrant?7] 283 Virtex-7 20202 5207 337 20. 32
163 Virtex-5 18459 7591 106 4.5
163 Virtex-7 12272 4333 159 2.6
233 Virtex5 25973 9250 95 9.1
This paper
233 Virtex-7 18430 6410 136 7.3
283 Virtex-5 31817 12439 87 15.9

283 Virtex-7 21526 7913 119 10. 6
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