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Complex Attack Based Fragile Watermarking for Image Integrity Authentication Algorithm
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Abstract When the image is used in judicial, medical and other importantfields.,it is often necessary to authenticate the integrity
of the image to determine whether the image have been tampered with maliciously. The authentication method of image integrity
based on fragile watermarking can be used to detect and locate the image tampering. In order to solve the problem that the locali-
zation accuracy and anti-complex attacks of fragile watermarking in image tamper detection can not be satisfied simultaneously,a
complex attack based fragile watermarking for image integrity authentication algorithm is proposed in this paper. The fragile wa-
termarking is embedded into the color image’s R,G and B channels to detect any channel tampering. In order to improve the lo-
calization accuracy,2 X 2 image blocks are divided. Block authentication and group authentication are used to detect the image
tampering of complex attacks,and non-equilateral image scrambling transformation is used to improve the universality and anti-
complex attacks ability of the algorithm. The simulation results show that the proposed algorithm has better invisibility and high-
er localization accuracy for image tampering under common attacks,complex attacks and multi attacks.
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Fig. 2 Process of watermarking embedding
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Fig. 3 Process of authentication plane construction
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Fig. 4 Process of watermarking extracting
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Table 1  Results of imperceptibility of watermarking

Image baboon barbara girl cablecar cornfield

Size 480 X500  576X720 576X720 480X512  480X512
PSNR 44,0174 44,0870 44,0765 44.1595 44,1029
Image lena airplane pepper sailboat tiffany

Size 512X512  512X512  512X512  512X512  512X512
PSNR 44,9951 44,0260 44,1434 44.0438 43.7507
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Table 2 Comparison of tamper detection under common attacks
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SR B SO 9 TR B L LA

Attack ey mrand Tt Crop FEAE M AR S A 5096 /5 A« B B L
Proposed 00020 00011 0.0010 0 5 T 052 28 O S D11 T A0 5 X R X R T O
R Ref.[11] 0.0055 0.0021 0.0027 0.0097 »
Ref. [9] 0 0 0 0 R, {524 SR LE 9] 5k 20 96 B, i AR 38 WY I T s AR SOk
P : : ; . 50 I £ BE 1 X 7 BE T R B T 35 00 B A T ¢ 7
Ref. [9] 0.3984 0.1290 0.4055 0.4958 99 % L b, M4BT ok b 1) 35 ) 50 96 B, BT TR0 RS I 3R AE A% 14 4 A
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Table 3 Comparison of each algorithm with different tamper ratio under common attacks
TamperRate 1% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
Proposed ~ 0.0004  0.0005  0.0007  0.0009  0.0011 0.0015  0.0020  0.0043  0.0491  0.0723  0,1582
Ria Rel.[117  0.0008  0.0013  0.0020  0.0033  0,0054  0.0211  0.0540  0.1061  0.1883  0.2927  0.3768
Ref. [9] 0 0 0 0 0 0 0 0 0 0 0
Proposed 0 0 0 0 0 0 0 0 0 0 0
Rind Ref. [11] 0 0 0 0 0 0 0 0 0 0 0
Ref.[9]  0.4996  0.5031  0.4942  0.4944  0.4951  0.4948  0.4948  0.4946  0.4946  0.4938  0.4944
Proposed 0.0004 0.0004 0.0006 0.0008 0.0009 0.0011 0.0014 0.0028 0.0295 0.0404 0.0800
Ry Ref.[117  0.0008  0.0013  0.0018  0.0028  0.0043  0.0160  0.0380  0.0695  0.1138  0.1636  0.1905
Ref.[9]  0.0048  0.0252  0.0483  0.0728  0.0986  0.1194  0.1464  0.1698  0.1956  0.2178  0.2444
Proposed 0.9996 0.9996 0.9994 0.9992 0.9991 0.9989 0.9986 0.9972 0.9705 0.9596 0.9200
D‘J‘;:lto“ Refl.[11]  0.9992  0.9987  0.9982  0.9972  0.9957  0.9840  0.9620  0.9305  0.8862  0.8364  0.8095
Ref. [9]  0.9952  0.9748  0.9517  0.9272  0.9014  0.8806  0.8536  0.8302  0.8044  0.7822  0.7556
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Fig. 6 Results of complex attacks
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Table 4 Comparison of tamper detection under complex attacks
Attack Collage Contentonly Mean
Proposed 0.0008 0.0015 0
Ry Ref. [11] 0.0022 0.0055 0
Rel.[9] 0 0 0
Proposed 0.0017 0 0
R Ref. [11] 0 0 0
Rel.[9] 0.9398 1 0.9999
Proposed 0.0008 0.0014 0
Rya Ref. [11] 0.0022 0.0052 0
Rel.[9] 0.0170 0.0410 0.0381
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Table 5 Comparison of each algorithm with different tamper ratios under complex attacks
Tamper Rate 1% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50 %

Proposed 0 0 0.0001 0.0001 0.0002 0.0002 0.0005 0.0024 0.0288 0.0684 0.1561

Ry, Ref. [11] 0 0 0.0001  0.0006  0.0009  0.0156  0.0497  0.1066  0.1810  0.2799  0.3728
Ref. [9] 0 0 0 0 0 0 0 0 0 0 0
Proposed 0 0 0 0 0 0 0 0 0 0 0

R Ref. [11] 0 0 0 0 0 0 0 0 0 0 0
Refl. [9] 0.9347 0.9675 0.9762 0.9805 0.9832 0.9850 0.9868 0.9873 0.9887 0.9887 0.9893
Proposed 0 0 0.0001 0.0001 0.0002 0.0002 0.0004 0.0016 0.0174 0.0382 0.0781

Ry Rel.[11] 0 0 0.0001  0.0005  0.0007  0.0117  0.0349  0.0690  0.1085  0.1536  0.1884
Ref. [9] 0.0094 0.0491 0.0961 0.1477 0.1948 0.2434 0.2937 0.3444 0.3951 0.4453 0.4940
Proposed 1 1 0.9999 0.9999 0.9998 0.9998 0.9996 0.9984 0.9826 0.9618 0.9219

Detection - -

Rate Ref. [11] 1 1 0.9999 0.9995 0.9993 0.9883 0.9651 0.9310 0.8915 0.8464 0.8116

Ref. [9] 0.9906 0.9509 0.9039 0.8523 0.8052 0.7566 0.7063 0.6556 0.6049 0.5547 0.5060
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Fig. 7 Results of multi attacks
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Table 6 Comparison of tamper detection under multi-attacks
Attack Multiattacks(a) ~ Multiattacks(b)
Proposed 0.0025 0.0029
R Ref. [11] 0.0081 0.0073
Ref. [9] 0.4848 0.8410
Proposed 0 0.0006
Ry Ref. [11] 0 0
Ref. [9] 0.0341 0.0457
Proposed 0.0023 0.0028
Rya Ref. [11] 0.0075 0.0069
Ref. [9] 0.5152 0.7978
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