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Abstract Identity authentication is the first line of defense for the security of networks and information systems,and password is
the most common method of identity authentication. Researches usually assume that user-constructed passwords obey uniform
distribution. However,recent studies found that passwords obey Zipf{’s law, which means that most password-related security
protocols underestimate the advantage of an attacker and thus fail to achieve the claimed security. In response to the above prob-
lem, first of all,Password-Based Signatures (PBS) protocol proposed by Gjgsteen,et al. and Password-Protected Secret Sharing
(PPSS) protocol proposed by Jarecki,et al. are taken as typical representatives. Based on the basic assumption that passwords
obey Zipf’s law, the security proofs of these two protocols are demonstrated to be flawed,and the security is redefined. Further-
more,the improvements to the two protocols are given respectively. In improved PBS protocol.an attacker’s advantage is recalcu-
lated. By limiting the guess number of an attacker and entrusting a trusted third party to keep the key,the protocol can prevent a
malicious attacker from disguising a legitimate user,and can prevent a malicious server from guessing a user’s password and for-
ging the signature. In improved PPSS protocol,a Honey_List is set on the server side based on honeywords to detect and prevent
online password guessing attack.
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Table 1 Symbols and their meanings in PBS protocol in this paper
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Fig. 1 Improved PBS protocol:prevent a malicious attacker from

disguising legitimate users
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Fig. 2 Improved PBS protocol: prevent a malicious server from

guessing a user’s password and forging signature
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Fig. 3 Reconstruction phase of PPSS protocol improved by

honeywords

5.2 MBARMSN

it L, A ARA X 430 3¢ 0 4 9 ) honeywords Al
pt R AR AT AR 2R 22 AT, A AR K2 2 R A hon-
kS B9 PPSS PR AR P AN OL R 4 & B .
D pw' # pw Honum=m B, BAEXMELZER N A R U 2%
T m IR TEEA D4, 2) pw'# pw H pw’ X 1 Y
AR C 17 4E T Honey_List H1, & 2L 35X Fivig il 1wl fE P4 K
B A 2l AT 04 3T R gl

ARSCHE PPSS Bpi ) (4 B R 8T AR B AR B s e
TR A7 45 J7 A 2 A, RN, 2 S 1 PPSS B
i)‘(““fEi‘EKIﬁW% k8 SR ORI B A B A 1 IR O (TR
IR RN BRI R MBS AKX A THEL A4
5 0 50t 1 AR [ R R s 7 T

BRIE KT AL Zipf 434 3k — e BB, 4 3C
Xt PBS BRI PPSS Bril ) i1 % & e R AT T 4, O
BT T A E . AR SCIR AR RLTF Bk ST PBS B
B2 3 g R el 2 1 I BOR B AT AT (S AR = R
45 Bt I A B B0 TT L AR 0 T el 0 B — B P R B
DL R TR 55 405 DU P 0 4 0 h 1 48 44 i i s % PPSS

eywords,



AR AT L 4 Ziph 23 Al 0 AR 5622 4 B 2 23

47

PP, 52 Wang 202 i honeywords 2t #F 11 442 4 B i
B9 R & AR SCHE R 55 4 i B T Honey _ List, DG 3F B 1k

TEL M I Kt
5 % X
[1] BONNEAU J,HERLEY C,VAN O P C,et al. The quest to re-

2]

[3]

(4]

(5]

[6]

(7]

(8]

L9l

place passwords: A framework for comparative evaluation of
web authentication schemes [C] // 2012 IEEE Symposium on
Security and Privacy. IEEE,2012:553-567.

GJOSTEEN K, THUEN . Password-based signatures [ C] //
European Public Key Infrastructure Workshop. Springer, 2011
17-33.

JARECKI S, KIAYIAS A, KRAWCZYK H, et al. Highly-effi-
cient and composable password-protected secret sharing (or:
how to protect your bitcoin wallet online) [C]// 2016 IEEE Eu-
ropean Symposium on Security and Privacy (EuroS&.P). 2016
276-291.

CASTELLUCCIA C,DURMUTH M,PERITO D. Adaptive
Password-Strength Meters from Markov Models [ C] / NDSS.
2012.

SCHECHTER S.HERLEY C,MITZENMACH-ER M. Popu-
larity is everything: A new approach to protecting passwords
from statistical-guessing attacks [ C] // Proceedings of the 5th
USENIX Conference on Hot Topics in Security. USENIX Asso-
clation,2010:1-8.

NEWMAN M E J. Power laws, Pareto distributions and Zipf’s
law [J]. Contemporary Physics,2005,46(5):323-351.

WANG D,CHENG H,WANG P,et al. Zipf’s law in passwords
[J1. IEEE Transactions on Information Forensics and Security,
2017,12(11) :2776-2791.

KATZ J,OSTROVSKY R, YUNG M. Effi cient and secure au-
thenticated key exchange using weak passwords [J]. Journal of
the ACM(JACM) ,2009,57(1) :1-39.

BAGHERZANDI A,JARECKI S,SAXENA N,et al. Password-
protected secret sharing [ C] // Proceedings of the 18th ACM

[10]

[11]

[12]

[13]

[14]

conference on Computer and Communications Security, 2011:
433-444.
JARECKI S,KIAYIAS A,KRAWCYZK H. Round-optimal
password-protected secret sharing and T-PAKE in the pass-
word-only model [C]// International Conference on the Theory
and Application of Cryptology and Information Security. Spring-
er,2014:233-253.

WANG D,WANG P. On the implications of Zip{’s law in pass-
words[ C] / European Symposium On Research in Computer Se-
curity. Springer,2016:111-131.

WANG D, WANG P. Two birds with one stone: Two-factor au-
thentication with security beyond conventional bound [J]. IEEE
Transactions on Dependable and Secure Computing, 2016,
15(4):708-722.

JUELS A,RIVEST R L. Honeywords: Making password-crac-
king detectable [ C] // Proceedings of the 2013 ACM SIGSAC
Conference on Computer & Communications Security. 2013
145-160.

SHAMIR A. How to share a secret [ J]. Communications of the
ACM,1979,22(11):612-613.

DONG Qi-ying, born in 1996, Ph.D.is a
member of China Computer Federation.
Her main research interests include
password security, identity authentica-

tion and deep learning.

JIA Chun-fu, born in 1967, Ph.D, pro-
fessor,Ph.D supervisor,is a member of
China Computer Federation. His main
research interests include network and
information security, trusted computing
and software security, malicious code

analysis and cryptography applications.





