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Abstract In order to solve the problem of identity blindness and efficient heterogeneous cross-domain authentication,an efficient
heterogeneous cross-domain authentication scheme based on proxy blind signature is proposed. The scheme reconstructs an effi-
cient and secure cross-domain identity authentication model. Combined with the advantages of proxy signature and blind signa-
ture,a trusted certification authority CA is introduced in the cloud to give the third party legal agent the trusted agency authority
to perform the proxy blind signature operation. This agent not only reduces the communication load of the inter-cloud certification
authority CA,realizes the information interaction between the authorized agent blind signer in different domains and the reques-
ting agent blind signer, but also satisfies the blindness of bidirectional entity identity synchronous authentication and the identi-
fiability of the proxy blind signature,and improves the authentication security. The results show that based on the mathematical
difficulty,the scheme can meet the performance of anti-substitution attack,resist replay attack, man-in-the-middle attack,identity
untraceability and so on,and complete the cross-domain identity authentication with high efficiency and security between foreign
users.
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Fig.1 Reconstructing cross-domain authentication trust model
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Fig. 5 Repeated cross-domain authentication requests
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