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Abstract The Android operating system provides a rich inter-application messaging mechanism,in which intent-based communi-
cation is an important inter-component communication mechanism in Android. This mechanism facilitates the collaboration of ap-
plications and reduces the burdens for developers through increasing component reuse. It is possible that this message-passing
mechanism will be abused,such as the application send erroneous messages to the target application, which can result in the target
crash. Aiming at this problem.a robustness detection method based on the fuzzy test is proposed and an intent fuzzy test tool 1C-
CDroidFuzzer is implemented. The method uses static analysis to obtain component-related information to construct the test
suites and send them to the target components. At the same time,the tool monitors the Android system logs to find if there is a
run crash. We examined 420 real business applications using ICCDroidFuzzer. The results demonstrate 19 exceptions that cause
the application crash. This tool automatically tests the robustness of applications and is suitable for testing a large number of An-
droid applications without human intervention.
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1. public class exampActivity extends MainActivity{

2 private IntentFilteri Filter;

3 private NetworkChangeRec networkChangeRec;

4 protected void onCreate(Bundle savedInstanceState) {

5. e

6 iFilter= new IntentFilter() ;

7 iFilter. addAction(“android,net. conn. CONNECT_CHANGE”) ;
8 networkChangeRec= new NetworkChangeRec() ;

9 registerReceiver(networkChangeRec. iFilter) ;

10, }
11, eeeeee

12. class NetworkChangeRec extends BroadcastReceiver{

13. public void onReceive(Context c,Intenti) {
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private static final String TITLE=“argtitle”;
private static final String MARK=“argmark”;
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6. void start(BaseActivity activity, String title, boolean mark) {
7 Intent intent=new Intent(activity, HtmlActivity. class) ;

8 intent. putExtra( TITLE, title) ;

9 intent. putExtra(tMARK ,mark) ;

10. activity. startActivity(intent) ;

11. }

12. void onCreate(Bundle savedInstanceState) {

14. String title=getIntent(). getStringExtra( TITLE) ;

15. boolean mark= getIntent(). getBooleanExtra( MARK, false) ;
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Table 2 Type and number of exceptions
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java. lang. NullPointerException * 182 54.3
java. lang. ClassNotFoundException ™ 63 18.8
java. lang. IllegalStateException * 22 6.7
java. lang. NumberFormatException * 19 5.7
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1. public void onCreate(Bundle savedInstanceState) {

3. // Get the intent,verify the action and get the query

4 Intent intent= getIntent() ;

5 if (Intent. ACTION_SEARCH. equals(intent. getAction())) {

6 String query=intent. getStringExtra(SearchManager. QUERY) ;
7. doSearch(query) ;

8. )

9

10. }

11. private void doSearch(String query) {

12. TextView noResultText= (TextView) findViewById(R. id. no_result_
text) ;

13. Cursor result= OrgProviderUtils. search(*%” + query. trim () +“ %",
getContentResolver()) ;

14.}
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Fig. 10  Part of the source code of SyncOrg
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